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INTRODUCTION

Thank you for choosing our product.

The accessories described in this manual are of the highest quality, carefully designed and built in
order to ensure excellent performance.

This manual contains detailed instructions on how to install and use the product.
This manual must be stored in a safe place and CONSULTED BEFORE USING THE DEVICE
for proper usage instructions as well as maximum performance from the device itself.

NOTE: Some images contained in this document are for informational purposes only and may not
faithfully demonstrate the parts of the product they represent.

Symbols used in this manual:

Warning Indicates important information that must not be ignored.

@ Information Provides notes and useful suggestions for the User.

SAFETY

This part of the manual contains SAFETY precautions that must be followed scrupulously.

x  The device has been designed for professional use and is therefore not suitable for use in
the home.

x  The device has been designed to operate only in closed environments. It should be installed
in rooms where there are no inflammable liquids, gas or other harmful substances.

x  Ensure that no water or liquids and/or foreign bodies fall into the device.

x In the event of a fault and/or impaired operation of the device, do not attempt to repair it but
contact the authorized service centre.

x  The device must be used exclusively for the purpose for which it was designed. Any other
use is to be considered improper and as such dangerous. The manufacturer declines all
responsibility for damage caused by improper, wrong and unreasonable use.



4
ENVIRONMENTAL PROTECTION

Our company devotes abundant resources to analysing environmental aspects in the development
of its products. All our products pursue the objectives defined in the environmental management
system developed by the company in compliance with applicable standards.

Hazardous materials such as CFCs, HCFCs or asbestos have not been used in this product.
When evaluating packaging, the choice of material has been made favouring recyclable materials.

Please separate the different material of which the packaging is made and dispose of all material in
compliance with applicable standards in the country in which the product is used.

¢
DISPOSING OF THE PRODUCT

The device contains internal material which (in case of dismantling/disposal) are considered TOXIC,
such as electronic circuit boards. Treat these materials according to the laws in force, contacting
gualified centres. Proper disposal contributes to respect for the environment and human health.

© The reproduction of any part of this manual, even in part, is prohibited unless authorized by the
manufacturer.
The manufacturer reserves the right to change the product described at any time without prior notice for
improvement purposes.
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4
OVERVIEW

NetMan 208C is an accessory that allows the management of the UPS through a LAN (Local Area
Network); the accessory supports all the main network protocols (SNMP v1, v2 and v3, TCP/IP,
HTTP, HTTPS and MODBUS) and is compatible with Ethernet 10/100/1000 Mbps IPv4/6 networks.
The device can therefore be integrated easily into medium and large-sized networks.

NetMan 208C also records device values and events in the history log archive and can manage
optional environmental sensors (not supplied with the device but provided separately).

PACKAGE CONTENTS

NetMan 208C Quick start

WY




FRONT PANEL

® ® O

N
@ Netman2o8c

Network port

Reset button

Serial port

Status led

©O0®e

Network port
The LEDs built into the RJ45 connector describe the status of the network.

OFF OFF Link Off

ON OFF 1000 Link / No Activity
Blinking OFF 1000 Link / Activity (RX, TX)

OFF ON 100 Link / No Activity

OFF Blinking 100 Link / Activity (RX, TX)

ON ON 10 Link / No Activity
Blinking Blinking 10 Link / Activity (RX, TX)

Reset button

The reset button enables the user to enter the Maintenance Mode. To boot into Maintenance Mode:

1 If NetMan 208C is already powered and working, keep the reset button pressed for
approximately 12 seconds; first the status LED starts blinking, then turns off. When the status
LED turns off, release the reset button and wait for about 2 minutes. When the status LED blinks
green, NetMan 208C is in Maintenance Mode with HTTP connection active (not HTTPS).

1 Upon power on and/or within three seconds of inserting the NetMan 208C into the slot, keep the
reset button pressed for approximately 12 seconds; first the status LED starts blinking, then
turns off. When the status LED turns off, release the reset button and wait for about 2 minutes.
When the status LED blinks green, NetMan 208C is in Maintenance Mode with HTTP connection
active (not HTTPS).
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Serial port

To connect up to three optional environmental sensors to NetMan 208C.

Status LED
This led describes the status of NetMan 208C:

LED color

SOLID GREEN Normal operation

Reset button pressed

FAST BLINKING GREEN :
Update mode running

SLOW BLINKING GREEN Recovery mode running

UPS communication error

SOLID RED Wrong PRTK code configured

= =8 B =2 =0 =
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NETWORK SERVICES

NetMan 208C implements a series of services based on the main network protocols. These services
can be activated or deactivated according to requ
description for each of these is given below.

SSH

By means of a SSH client (available on all the main operating systems) a remote connection with
NetMan 208C can be established to change Gonfiguratbowaf i gur
SSHo ) .

Serial network

To emulate a point-to-point serial connection through the network (TCP/IP protocol) in order to use
special function service software.

Wake-on-LAN
NetMan 208C can send the i Wa foreL AN O ¢ o rorb@ohreimote computers.

HTTP /HTTPS

Using the HTTPS (Hyper Text Transfer Protocol Secure), it is possible to configure NetMan 208C
and the status of the device can be monitored by means of a web browser without having to install
additional software. All the most popular web browsers are supported; only most recent versions of
browsers are supported.

HTTP is only used in Maintenance Mode, when no other access to NetMan 208C is possible and it
is intended for emergency (it requires physical intervention by the operator on NetMan 208C itself,
by pressing the reset button).

SNMP

SNMP (Simple Network Management Protocol) is a communication protocol that allows a client
(manager) to make requests to a server (agent). NetMan 208C is an SNMP agent.

To exchange information, manager and agent use an addressing technique called MIB
(Management Information Base). There is a MIB file for each agent, defining which variables can be
requested and the respective access rights. The agent can also send messages (TRAP) without a
prior request from the manager, to inform the latter of particularly important events. SNMPv3 is the
evolution of SNMP and introduces important features related to security.

UDP

UDP (User Datagram Protocol) is a low-level network protocol that guarantees speed in the
exchange of data and low network congestion. It is the protocol used by the UPSMon software for
monitoring and control of the device.

The UDP connection uses the UDP 33000 port by default but can be configured on other ports
according to requirements.

Modbus TCP/IP

The device status can be monitored by means of the standard network protocol MODBUS TCP/IP.
Modbus TCP/IP is simply the Modbus RTU protocol with a TCP interface that runs on Ethernet.
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BACnet/IP

The device status can be monitored by means of the standard network protocol BACnet/IP.
BACnet (Building Automation and Control networks) is a data communication protocol mainly used
in the building automation and HVAC industry (Heating Ventilation and Air-Conditioning).

Syslog

NetMan 208C can send events to a syslog server over UDP. This service allows the user to centralize
the log of the IT infrastructure on a single server, in order consume them in the preferred way.

Emaill

NetMan 208C can send a notification e-mail if one or more alarm conditions occur. The e-mails can
be sent to up to three recipients and for different kinds of alarms and notifications using SMTP
protocol (Simple Mail Transfer Protocol). The port is configurable. For more details, see paragraph
AConfigurationo

Reports

NetMan 208C can send periodic e-mails with an attachment containing the files of the device values

and events history log archive.

This service can be used to periodically save the history log archives.

The AEmMail o service must be enabled in order to
addresses configured for this service (for more d

SSH Client

When not feasible to operate on equipment by other means, it is possible to execute a script on a
remote host over SSH. For more details, s ee paragraph . AiConfigurationo
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DEVICE VALUES AND EVENTS HISTORY LOG ARCHIVE

NetMan 208C records the device values (Datalog) and events (Eventlog) in a history log database.

Eventlog
The Eventlog service is always active and records all relevant devicee vent s i ndbdbhéi beverl
Withthe i Ema i | r e p, & sent@ .csv @le with theesvent of the last day or week according to

your setting. The data are saved in circular list mode; thus, the most recent data are saved by

overwriting the oldest data.
On the web page, these icons wil/l be shown on the

@ A red dot if the event is the start of an alarm condition.
@ A green dot if the event is the end of an alarm condition.
@ A blue dot otherwise.

Datalog (only for UPS devices)

The Datalog service records the main data of the UPSi n t h e .dod aftiall en.g

This service writes a record each hour at 00 minutes, which summarizes the data of the past hour:

values are recorded at their minimum, maximum and average. Records older than one year are
overwritten with new records.

The file can be viewed via the web page after login authentication (only the most important values

are shown on the web page).

With the AEMai l r e p o r tlast dayeor last 7a&ys acdofdirg td yaus dettingsg c or d s
will be sent in a .csv format.
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INSTALLA TION

1. Remove the cover of the COMMUNICATION SLOT by unscrewing the two retaining
screws. Save the screws for later.

2. Carefully insert NetMan 208C into the COMMUNICATION SLOT.

3. Secure NetMan 208C in the COMMUNICATION SLOT using the two previously removed
screws.

4. Connect to the network by means of an RJ45 connection cable.

80ZLIELLIISN

/]
/ Tvidgs. o
. |
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FIRST LOGIN

@ By default, NetMan 208C has DHCP enabled.

is powered up or following a reboot; before this time the device may not respond to

@ NetMan 208C requires approximately 4 minutes to become fully operational from when it

commands that are sent to it.

To configure the NetMan 208C, enter the IP address or the hostname into your web browser and

then log in with the following username and default password:
Username: admin
Password: admin

At the first boot or if you dondét know t he
(Zeroconf) as described below.
On the bottom side of the card, you can find the label reporting the mac address.

[IH|II|III|I|IIII|I|III|I|II|II|II|II|III|II|I|III|II|I|III|I]

2:63: XX YY

Take note of the last six characters of the mac address.

00 02 63 XX YY 77

63

In the address bar of a web browser, enter:

https://netman63XXYYZZ.local

replacing XXYYZZ with the last six characters of the mac address.

For example, if the mac address is 00:02:63:al:b2:c3 , you must enter
https://netman63alb2c3.local

in the address bar of the web browser.

Then log in with the following username and default password:
Username: admin

Password: admin

-16 -
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https://netman63a1b2c3.local/

®

© © P

LOGIN WITH LOCAL AUTHENTICATION

Username

admin

Password @

[

LOGIN

For security reasons, atthef i r st | ogin the user must <cft
with a secure password.

! YOU MUST CHANGE THE DEFAULT PASSWORD
ADMIN FIRST LOGIN

admin is using the default password
A new password is required, different from the default password.

Current admin password

NEW ADMIN PASSWORD RULES

Password length: 8-40 chars

Min Lowercase chars requested (a,b,c,....z): 1
Min Uppercase chars requested (AB,C,...Z): 1
Min digit chars requested (0-9): 1

Min special chars requested (, . _+: @ %-): 1

Type the new password @

Type again the new password @»

BACKTO LOGIN SET THE NEW PASSWORD

The password can contain alphanumeric characters and only the following special
characters:

FI?2H#$@% &=<>()[]:. M
No other characters are allowed.

The accepted username length ranges from 1 to 253 characters.

- + (space)

The password change is mandatory and must follow the complexity rules requested.
Later, in the Configuration of accesses, it is possible to customize the password

complexity rules for the |l ocal wusers (fc

After a reset to default, the default password "admin” is restored.
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USERS

It is possible to access to NetMan 208C with three differentusers:iad mipowend fAvi ewo .
All the settings are available on the web configuration when loggedinas fadmi ndo or fApow
It is not possible to have multiple concurrent sessions.

LOCAL Users

It is possible to login with local authentication (managed by NetMan 208C):
1 A dminouser will be able to change the configuration and fully operate on the device.

1 A pwerouser will be able to change some part of the configuration and limited operations on
thedevice;, t he roles of the fApower o user are conf i

ewo user wild/l b e abl gerfotmoveryrimited dctioms; tiecoleeof st at e

T Avi
the Aviewd user are configurable

LOGIN WITH LOCAL AUTHENTICATION

Username

admin
Password @

[

LOGIN

LDAP/AD Users

It is possible to login with LDAP or AD (Active Directory). More informationinpar agr aph f#ALoO
access configurationo

LOGIN WITH

LDAP authentication v

Username

Password €

LOGIN
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FALLBACK ADDRESS 169.254.1.208

When NetMan 208C, during the boot sequence, requires address from DHCP Server and no DHCP
is available in the connected network, the FALLBACK ADDRESS 169.254.1.208 is auto set without
gateway and without DNS:

IP: 169.254.1.208

Mask: 255.255.0.0

NetMan 208C Gw: -

DNS: -

DNS: -

The PC must be configured with:

IP: 169.254.1.<xyz> <Xyz> not2@&aaal

Mask: 255.255.0.0

PC Gw: -

DNS: -

DNS: -

In the address bar of a web browser type:
1 http://169.254.1.208
1 https://169.254.1.208

https://192.168.1.208

—

(Fallback address)
IP: 169.254.1.208

IP: 169.254.1.210
Mask: 255.255.0.0

da i T

Mask: 255.255.0.0 Gateway: -
Gateway: - DNS: -
DNS: -
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DEFAULT CONFIGURATION

IP address

IPv4:
- DHCP (if DHCP Server available).
- 169.254.1.208/16 (auto-assigned after about 5 minutes if not
available during the booting of the NetMan 208C).
IPV6:
- enabled, stateless.

Configuration interface

Web connection only.

Web connection details

HTTPS, signed certificate from external CA.

Date/time (NTP)

Date/time from common default external servers
(Linux default NTP pool addresses).

First access

Web access omdmno kbodi paaswdrd
mandatory password change upon first login.

User roles

Only bhdmmal usier accesses to all
configuration.

Users 'power ' and 'view ' are not enabled: must be activated later
with a password, proposing the only minimal roles active

LDAP users: disabled by default.

Password strength

Set to common security level with uppercase, lowercase, numbers
and punctuations.

Auto-logout sessions

Web session:
enabled by default,
delay 1 hour,

last warning 1 minute.

Functionalities disabled

SNMP, REMOTE COMMANDS, REMOTE HOSTS, SSH,
SYSLOG, JSON, MODBUS, BACNET, EMAIL, FIREWALL,
REMOTE HOSTS, SENSORS, LDAP, 802.1x, UDP/PowerShield,

SERIAL NETWORK TUNNELING, WAKE ON LAN.
(can be enabled I ater from the fAadmin
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MAIN PORTS AND SERVICES

Services protocols and related ports:

HTTPS TCP/443 (default) or customizable
HTTP TCP/80 (default) or customizable
MODBUS TCP/502 (default only)

SENET 8 %Z@KIE;E?#&X%EZES r;thomizable
SSH TCP/22 (default only)

SNMP UDP/161 (default only)

POWERSHIELD

TCP/55300 (default only)
UDP/33000 (default) or port customizable

TUNNELING /
UPSTOOLS /
GPDOWNLOAD

TCP/34000 (default only)

System ports:

MDNS (Zeroconf)

+ UDPv4/37682(*) + UDPv6/38971(*)
(*) the port can change without notice

DHCLIENT UDP/68
NTPD "ntpdo (Time Server sl8ncroni zati(
NETWORK Avahi UDP/5353

External remote protocols and ports queried by NetMan 208C services (when enabled):

JSON Remote Server: TCP/customizable

SYSLOG Remote Server: UDP/514 (default) or customizable
Remote Server:

LDAP TCP/389 (LDAP 1 STARTTLS)

TCP/636 (LDAPS)
TCP/customizable

Nutanix / SSH

Remote Server: TCP/22 (SSH)

VMware / Syneto

Remote Server: TCP/443

Connectivity Test

PING 8.8.8.8: ICMP/*
PING / HTTP (www.google.com): TCP/80
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GENERAL DESCRIPTION

N Nelcome
Netman2o08c Device model System status We
CSP21K0AA300RUA LOAD ON INVERTER v ADMIN v
DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION

AUTONOMY [HHMM]

03:47

QUTPUT LOAD [%]

L 0
L2
L3

INPUT VOLTAGE [V]

L1 228
L2
L3
Environmental sensors
SENSOR 1 &; 25.5°C & 46%RH SENSOR 2 &; 25.7°C & 46%RH SENSOR 3 &; 25.4°C & 46%RH
T T T
m OPEN [ oeen m OPEN [ oeen m OPEN [F oeen
Input 1 Qutput 1 Input 2 Qutput 2 Input 3 Qutput 3
Sensor 1 Sensor 2 Sensor 3
[l LAST EVENTS / Timedate Code Type Category
2025/12/19 11:05:00 UTC Load on Bypass o Minor
2025/12/19 11:30:37 UTC Change Configuration [ ] Info
2025/12/19 11:31:08 UTC START APPLICATION . Info
2025/12/19 11:33:31 UTC Change Configuration [ ] Info
2025/12/19 11:34:06 UTC START APPLICATION . Info

At the top you can check the general status of the device, all active alarm conditions and notifications,
and the user's privilege level.

Below the navigation area there is the current dashboard with a synthetic view of the device and the
main operating values.

If optional environmental sensors are installed, their values are also displayed.
Finally, there is a table with the latest events (from the event log).
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DATA

Real time data from device UPS is displayed.

Netman2osc Device model System status Welcome
CSP21K0OAA300RUA LOAD ON INVERTER - ADMIN w

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION

[P Bypass TEMPERATURE

E-I INPUT

inside your UPS

VOLTAGE CURRENT FREQUENCY VOLTAGE CURRENT FREQUENCY
V] [A] [Hz] v 1] [HZ] 28 °c
L1 229 = L1 229 0.0
L2 = = 49.9 L2 = = 49.9
L3 = = L3 = =
m QUTPUT BATTERY AUTONOMY [HH:MM]
03:47
VOLTAGE LOAD CURRENT FREQUENCY —
v [%] Al [HZ]
L1 231 0 0.0 VOLTAGE [V] CAPACITY [%]
P e 40.8 100
]

L3 - - -
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SYSTEM OVERVIEW

Useful information about NetMan 208C and UPS are displayed.

i Welcome
Netman2o08c Device model System status
CSP21KOAA300RUA LOAD ON INVERTER ADMIN v
DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION

DEVICE DEVICE CONFIGURATION NETWORK CARD

Model CSP21K0AA300RUA PRTK code GPSER11201-- Model NetMan 208C o
Part Number CSP21KDAA300RUA Name Netman 208C Card version «4400004
Serial number AH18VOD50000023 Serial Number FAE3807F
Power [kVA] 1.0 MAC Address 00:02:63:0a:13:73
Power [kW] 1.0 Application version 2.0e

SERVICE LOG
Battery capacity [Ah] 9 VM version 2.0e
Battery voltage [Vdc] 36 Syst 2.0
Y DOWNLOAD SERVICE LOG ystem version

Firmware version SWM116-01-01 Recovery version 2.0
NETWORK CONFIGURATION

Hostname netman630a1373 IPv4 Address 10.1.10.240 Gateway 10.1.1.1
DHCP enabled yes Netmask 255.255.0.0 Primary DNS 10.1.5.10
Network speed 1000 Mbps (full-duplex) IPv6 Address fe80::202:63ff:fe0a:1373 Secondary DNS 10.3.5.3
READ MANUAL LEGAL INFORMATION

Field Description

Allows you to download the service log file. NetMan 208C
saves the internal states and logs in this file, useful for
technical support for checks and inspections of problems.

Download Service Log

Read Manual Click to show the online User Manual

Show the Legal information of modules referenced from

Legal Information NetMan 208C.
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HISTORY

Event Log

Event Log reports events from the system.

i p— N Welcome
Netman2o08c Device model System status / \ \
CSP21KOAA300RUA LOAD ON INVERTER \ | ADMIN
DASHBOARD DATA SYSTEM OVERVIEW HISTORY COMFIGURATION ADMINISTRATION
EVENT LOG DATA LOG
FILTER EVENT-LOG
From: To:
ety Aol
19/11/2025 14:19 19/12/2025 14:20 EEE]
Category Type:
Any 4 Any v
LOADLOG (2 DOWNLOAD EVENT LOG
Show | 10 entries
Timedate Code Type Category
2025/12/19 11:02:35 UTC START APPLICATION [ ] Info
2025/12/19 11:02:49 UTC Output powered [ ] Minor
2025/12/19 11:04:50 UTC Output powered [ ] Minor
2025/12/19 11:04:56 UTC Load on Bypass [ ] Minor
2025/12/19 11:05:00 UTC Load on Bypass [ ] Minor
2025/12/19 11:30:37 UTC Change Configuration [ ] Info
2025/12/19 11:31:08 UTC START APPLICATION [ ] Info
2025/12/19 11:33:31 UTC Change Configuration [ ] Info
2025/12/19 11:34:06 UTC START APPLICATION [ ] Info

Previous - Next

Field Description

Filters can be applied for the event search:
I date from-to
i category
f type

Filter event-log

Load Log Show the log in the bottom table

Download event log Download the log in CSV format
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Data Log

Data Log reports data from the system.

Netman208c Device model System status - Welcome
CSP21K0OAA300RUA LOAD ON INVERTER \ ADMIN v
DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
EVENT LOG DATA LOG

FILTER DATA-LOG

From: To:

B e
12/12/202514:35 19/12/2025 14:36

LL|
LL|
L]

LOAD LOG [B1 DOWNLOAD DATA LOG

Show | 10 entries

timedate vinimin vinZmin vin3min finmed vbypimed vbyp2med vbyp3med fbypmed acutimax aocutZmax acut3max loadimax load2max load3max tsysm

Mo data available in table
q

Field Description

Filter data-log Filters can be applied for the event search:
date from-to

Load Log Show the log in the bottom table

Download data log Download the log in CSV format

Activation of Data Log
If not enable a banner is shown:

NOTICE: DATALOG IS DISABLED. TO VIEW DATA HERE PLEASE ENABLE IT IN THE » CONFIGURATION MENU / DATA LOG

Follow the link or go to Configuration A Data Log configuration for enabling it.
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CONFIGURATION

To make a new configuration active, it is necessary to save it. Some changes are applied
immediately, while others require a reboot of the NetMan 208C.

DEVICE

General configuration

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE

General device configuration

Command configuration

DEVICE CONFIGURATION
Data Log configuration

PRTK Code Name
NETWORK
GPSER11201-- v Netman 208C
Configuration
Part Number P/N CSP21K0AA300RUA
Connectivity
Serial Number S/N AH18VOD50000023
Firewall
Wake on LAN
SYSTEM ADMIN DATA
SNMP Contact
MODBUS/BACNET
Location
JSON
svsLoe Battery replacement notification
—
dd/mm/yyyy EEEl
DATE & TIME

NTP & Timezone

Configuration

SAVE
EMAILS

Configuration

ADVANCED

Expert Shell
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Field Description Default
Enter the PRTK code indicated at the
PRTK Code back of the device (UPS or other). GPSER11201--
Enter the identifying name of the device. ,
Name (e. gMaiNBOBCO) empty field
If empty, you must enter the value ,
Part Number P/N present in the device technical label. empty field
. If empty, you must enter the value :
Serial Number S/N present in the device technical label. empty field
Contact Informational empty field
Location Informational empty field
The date from when NetMan 208C will
Battery replacement e
starts to generate alarm notifications not set

notification

about the battery.
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Command configuration

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE
General configuration command conﬁguration

Data Log configuration

COMMAND

Disable remote shutdown

NETWORK
Disable remote commands

Configuration
Connectivity
Firewall
SAVE
Wake on LAN
SNMP
MODBUS/BACNET

JSON

SYSLOG

DATE & TIME

NTP & Timezone

Configuration

These settings inhibit the execution of commands received from remote connectivity services:
SNMP, MODBUS etc.

Field Description Default

. To disable the execution of | Enabled (i.e. shutdown command
Disable remote shutdown

shutdown commands not accepted)
. To disable the execution of | Enabled (i.e. remaining commands
Disable remote commands .
the remaining commands not accepted)

By default, remote shutdown and commands are not accepted from the UPS.
The user can modify the configuration so that they are accepted by the UPS, with
suggestion of securing the network communication.
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Data log configuration

DASHBOARD DATA

YOUR NETMAN

DEVICE

General configuration

Command configuration

SYSTEM OVERVIEW HISTORY CONFIGURATION

ADMINISTRATION

SENSORS MODEM REMOTE HOSTS

Data Log configuration

DATA LOG
Data Log configuration

NETWORK

Configuration

Connectivity

Firewall

Wake on LAN

SNMP

MODBUS/BACNET

JSON

SYSLOG

DATE & TIME

NTP & Timezone

Configuration

EMAILS

Configuration

ADVANCED

Expert Shell

Enable Data Log

SAVE

Field

Description

Default

Enable Data log

To enable the datalog service
shown in HISTORY -> Data Log

Disabled
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NETWORK

Configuration

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE
General configuration General Network configuration

Command configuration

GENERIC NETWORK CONFIGURATION
Data Log configuration

Hostname Network protocol
NETWORK
netman630a1373 Static IP . DHCP
IPV4 CONFIGURATION
Connectivity
IP Address
Firewall
Please insert the IP address
Wake on LAN Netmask Gateway
Please insert the netmask Please insert the gateway
SNMP
Primary DNS Secondary DNS
MODBUS/BACNET Please insert the primary DNS Please insert the secondary DNS
JSON
802.1X ON IPV4
SYSLOG
iz eon s Disable Enable
DATE & TIME

NTP & Timezone
IPV& CONFIGURATION

Configuration
EplElt Disabled . Enabled
EMAILS Stateless - Privacy Extension .
Cenfiguration Prefix Delegation
ADVANCED Accept Router
Advertisement
Expert Shell
Link-local address feB80::202:63ff:fe0a:1373/64
Global Unique address /
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Gateway

DNS
SERIAL NETWORK TUNNELING
Enable Serial tunneling Disabled Enabled
ubp
Enable UDP Disabled Enabled
UDP port 33000

For POWERSHIELD connection: it is required the Secure Connection slide enabled in Device
Configuration page of the software (UpsSetup)

UDP PASSWORD

If set, the current UDP Password is stored in the Netman and is not visible.
Setting a password for UDP improves security for communication.

Mew password @» Retype new password €
New password Retype new password
SAVE NEW PASSWORD

You can delete the password stored

DELETE PASSWORD

SAVE
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Field

Description

Default

Hosthame

Enter the NetMan 208C host name

netman63XXYYZZ

see also ® below

Static IP/DHCP

Choose between static IP or dynamic
IP (DHCP)

DHCP

preferred DNS to be used

IP Address Enter the IP address Not active / Empty
Enter the netmask to be used .

Netmask together with the static IP address Not active / Empty

Gateway Enter the name or the address of the Not active / Empty
network gateway

Primary DNS Enter the name or the address of the Not active / Empty

Secondary DNS

Enter the name or the address of the
alternative DNS to be used

Not active / Empty

802.1x on IPv4

To enable the 802.1x protocol on

Disabled

Expected when UDP enabled: 33000
or as set in the UPSMon software

IPv4 (see alsosectioni| EEE § 0 2.
Enable IPv6 Allow to enable IPv6 protocol Enabled
Method Available method: Stateless Stateless
Option for requesting usage or
. : random-generated IPv6 address
Privacy Extension instead of pre-defined address Enabled
creation (related to MAC address)
Enable Serial To enable the serial network .
, : Disabled
network tunneling | tunnelling protocol
Enable UDP To enable UDP/UPSMon service Disabled
Enter the port where the
UDP port UDP/UPSMon service is started Not set / Empty

UDP Password

To change the password used for
UDP/UPSMon communication

Not set / Empty

@ This port must be the same as configured in the UPSMon software

®

How to access Net Man 208C via Hostname .
C By default, the Hostname is built from MAC address

e.g., from NetMan MAC Address: 00:02:63:05:00:37 A4 https://netman63050037.local

C If the User changes the Hostname the new hostname becomes active
eg.,new Ho s tsenarmetmari 04 http s://servernetman.local

®

structure http://[ipv6address]

How to access Net Man 208C via IPv6 address.

C With IPv6 active, one or more addresses are available. URL address is built with the
i nsiée@ @fsquare
e.g., with assigned address fe80::202:63ff:fe07:b205 A4 http s://[fe80::202:63ff:fe07:b205 ]

bracket s)
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https://netman63050037.local/

IEEE 802.1x

802.1X ON IPV4

HEEnlR Disable . Enable

Authentication method

EAP-MD5 o
Identity client identity
Password & client password

802.1x session Log

READ LOG

802.1x allows the setting of a security layer in LAN wired networks, able to implement a network
access control and authentication protocol for preventing unauthorized clients connected to a LAN
port inside an existing network.
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Inside a network, the NetMan 208C using the 802.1x has the role of:
- the Supplicant : the device asking for connection to an existing secure network, with its
credentials and/or certificates within the authentication method chosen.

The existing network must have implemented the other roles:
- the Authenticator : usually implemented as a Network switch able to implement/configure
802.1x control and authentication on its LAN ports, where the devices connect to
- the Authentication Server : usually implemented as RADIUS Server with EAP able to check
credentials (usually LDAP) and certificates (for encryption)

EAP 802.1x
Authentication Server
Server RADIUS
. User list
“ A
Authentication Server & —
RADIUS Server able to ® p—
check user credentials and M=
certificates
Supplicant Authenticator
The device asking for Authenticator Usually implemented as a network
connection to an Supplicant switch switch able to manage requests
existing network, Client 802.1x \ and messages for authentication

using specific between Supplicant devices and

credentials and/or \ Authentication Server authorizing
.pe \
certificates \ ~
- - —>
= A secure Internal
- Unsecure network Network
network
S~
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IEEE 802.1x behaviour vs common LAN connectivity

Usually, every

common

L A MLWAY S AUTHOR&ZEDRDe pao rrntet veovrek yi

connected to it has rights to connect to the LAN without the need of any authentication:

-

Normal device
{simple LAN configuration)

Authorized Switch Port

Network connectivity:

OKV

When a network device with IEEE 802.1x configuration active is plugged into the same port it gains

the same rights to connect (its special 802.1x configuration is ignored):

Device with special
802.1x configuration

Normal /
Authorized Switch Port

Network connectivity:

OKV

On the opposite, when IEEE 802.1x is implemented in the network, the Authenticator switch
accepts only Supplicant devices with valid IEEE 802.1x configuration and all the other devices are

blocked:

i\\“

Normal device
(simple LAN configuration)

Port with
EAP 802.1x Control
for Autorization

Network connectivity:

BLOCKED U

Device with special
802.1x configuration

Port with
EAP 802.1x Control
for Autorization

Network connectivity:

OKV

This is the aim and the security layer implemented at the Authenticator

(the network switch) level.

Behind the Authenticator must be implemented all the rest of 802.1x infrastructure supporting the

Authenticator role as needed.
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Authentication methods implemented in Net Man 208C

EAP-TLS
EAP-MD5 (EAP-Message Digest 5) (EAP-Transport Layer Security)
EAP-GTC (EAP-Generic Token Card)
EAP-MSCHAPV2 o EAP-TTLSVO/MSCHAPV?2
(EAP-Microsoft Challenge Handshake Authentication Protocol) PEAPVO/MSCHAPV2 EAP-TTLSvO/MSCHAP
PEAPVO/GTC EAP-TTLSvO/PAP
EAP-PSK PEAPvO/MD5 EAP-TTLSvO/CHAP
(EAP-Pre-Shared Key) (Protected EAP) (EAP-Tunneled TLS)
Weak / Unsecure Strong / Secure

Even if introducing parameters for authentication, some methods may expose clear traffic that can

be sniffed-inthe-mihddl émanechni que, other methods exp:«
traffic and then encrypt the rest of the traffic. The most secure methods allow the usage of encrypted

secure traffic from the beginning for the communication, given by the usage of Certificates and Keys.

The choice of the right method is the key for a secure IEEE 802.1x authentication but it may require

more work and care for a correct implementation and configuration.

Due to the method chosen, the configuration of NetMan 208C may require parameters like:

Anonymous identity

Disable . Enable useranonymous

Anonymous identity: it covers the first credentials used for authentication, allowing the use of a
custom filanonymouso user. T hi =d dntha Authenticatmrd Setver i s st
(LDAP) implementation.

Identity userDevicel

Password ~ seese

Identity and Password : used for authentication referring the users active in the Authentication
Server. For some methods is only needed the Identity parameter, not the Password.

PSK key eappresharedkeyneeded

Pre-Shared Key : the pre-shared key defined for the connection.
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Client certificate supplicant.pem b

Client Certificate : the Certificate generated for the device (NetMan 208C) that may be generated
with Openssl procedures from network CA Authority or from the Authentication Server , with internal
scripts.

. » Manage
CA certificate . pem v Certificates

and Keys...

CA certificate : can be self-signed (if generated from the Authentication Server ) or fully CA trusted
from a CA Authority (network or global): it is mandatory for some authentication methods and
optional for others.

Private Key file Private Key password

supplicant.key W e

Private Key and Password : when needed it is required always with its Private Key password
associated.

Log of authentications

802.1x session Log 12/9/2023 08:35:20 SUCCESS
12/9/2023 08:36:20 SUCCESS
12/9/2023 08:37:20 SUCCESS

12/9/2023 08:38:20 SUCCESS
12/9/2023 08:39:20 SUCCESS

b

e

The web configuration page allows the user to check the SUCCESS or the FAIL of the authentication
process, for a quick check. It is normal that the check is periodical (e.g. every minute). The aim of
this log is to give feedback of the credentials/method/certificate authentication and configuration.
When IEEE 802.1x is configured and enabled in NetMan 208C, the normal state is always
SUCCESS.

-38 -



Troubleshooting 802.1x with Net Man 208C

IEEE 802.1x for NetMan 208C may consider many parameters and certificates: just one wrong
parameter may cause NetMan 208C unreachable via network connection. In case of problems,
follow these steps:

E Unplug the NetMan 208C and connect its cable t

Device with special
802.1x configuration

[Te

Now NetMan 208C comes reachable again: Login and change the 802.1x configuration in
NetMan 208C.

Save new configuration.

M [T

now connect NetMan 208C LAN cable to the Port with 802.1x in the switch:

E

Check if NetMan 208C is reachable.

In case of other problems, it is possible to check the Authenticator (switch) or the
Authentication Server (RADIUS Server) for any Logs or messages/feedback information
useful, trying to understand what may be wrong.

T

T

if useful, crosscheck the same exact 802.1x configuration with another device.

T

Repeat the steps until you reach the desired configuration.
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Complexity

When securing a network implementing IEEE 802.1x it is possible to reach a good level of safety:

only the net Supplidantsdée)v i wietsh (tihe secure confi

connect to the internal LAN network, all the other devices cannot connect.

There are some drawbacks related to its complexity:

Authenticator device (e.g. network switch) may not be so common to install and implement
in small networks

Authentication Server (e.g. RADIUS Server) must be implemented internally in the network
(with roles as authentication LDAP and WPA/EAP service) and maintained with all
credentials needed by devices and all certificates/keys always updated (both for Supplicants
and Authentication Server).

The choice of the authentication methods ranges from less secure to the more secure
method: the more secure the method, the more care is required for its configuration for each
Supplicant device.

Difficult diagnostic and debugging in case of problems: in case of FAILURE or wrong
parameters diagnostic and debug may be not so easy.

Finally, the Certificate and Keys used must be generated, managed and maintained with
care for its validity and then loaded into the Supplicant device and the Authentication
Server.

Overall, besides its complexity, implementing a secure LAN network with 802.1x may help to avoid
common weak situations as unwanted intrusions and network threats, especially in big networks.
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1l Updating Net Man 208C and Update/ Maintenance Mode

When the User must update NetMan 208C must leave normal Application of NetMan 208C and go
to Update/Maintenance Mode. Update/ Maintenance Mode does use any 801.1x secure connection,

so it is needed to:
unplug and reconnect NetMan 208C to a Normal LAN port in the Network so NetMan 208C

is reachable during Update/Recovery.

Port with
EAP 802.1x Control
for Autorization

Device with special
802.1x configuration

When finished and rebooting successfully, NetMan 208C can be reconnected back to the Secure
802.1x port network:

| k4
- * Device with special
-

802.1x configuration
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Connectivity
Connectivity menu allows the user to check Network states and connections active.

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE
General configuration Internet Connectivity

Command configuration

Allows to check Internet Connectivity querying Gateway, DNS and network permissions
Data Log configuration Press the button to start the check:

U CHECK INTERNET CONNECTIVITY

NETWORK

Configuration

Firewall Check Ping
Wake on LAN
SNMP Host to ping

MODBUS/BACNET
CHECK PING
JSON
SYSLOG
DATE & TIME

NTP & Timezone

Configuration

EMAILS
Configuration Active Network Connections
ADVANCED
Allows to check current Active Connections to the Netman.
Expert Shell Press the button to check and show the connections:
U CHECK ACTIVE NETWORK CONNECTIONS
Protocol Local Remote State
TCPv4 127.0.0.1:53 0.0.0.0:* LISTEN
TCPv4 10.1.10.240:53 0.0.0.0* LISTEN
TCPv4 0.0.0.0:80 0.0.0.0:* LISTEN
TCPv4 0.0.0.0:443 0.0.0.0:% LISTEN
TCPv4 127.0.0.1:953 0.0.0.0:* LISTEN
TCPv4 10.1.10.240:443 10.1.10.88:59580 ESTAB
UDPv4 0.0.0.0:68 0.0.0.0* UNCONN
UDPva 127.0.0.1:53 0.0.0.0:* UNCONN
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Internet Connectivity

Checks the state of internet connection from NetMan 208C.
During the connectivity test, the following network entities are checked:

- reachability and query of the User defined GATEWAY (Configuration -> Network)

- reachability of remote address 8.8.8.8

- reachability and query of remote www.google.com request (port 80) and ping

Status reported may be:

Status

Issue

To do

OK, Full connectivity
(Internet) allowed and
working

OK, NetMan 208C has full access
to internet

OK, nothing to do

ERR #0: No network
interface active

Internal issue of NetMan 208C

Notify to the Service

ERR #1: No Gateway IP

No IP address gateway defined in
the configuration

Set a Gateway IP address
in the network parameters

ERR #2: Ping Gateway IP
FAIL: please check the
Gateway IP address and its
reachability

IP address gateway not
reachable

Check the Gateway IP
address in the network
parameters

ERR #3: Ping external IP
FAIL: please check
permissions to ping outside
the network on the internet
by simple IP address

Issue pinging external IP address

Check the access to
external network (internet)

ERR #4: Query_DNS FAIL:
please check permissions to
ping the DNS resolver

Issue trying to resolve external
hostname with DNS

Check the external DNS
resolution (internet)

ERR #5 Ping DNS (Internet)
FAIL: please check
permissions to resolve hosts
on the internet by simple
host name resolution (DNS)

Issue trying to ping external
hostname

Check the permission to
ping external hosthames
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Check Ping

This operation checks the ping execution and IP/Hostname reachability from NetMan 208C.
Useful for:

- checking remote host reachability

- internal network server reachability

Field Description

Host to ping Enter IP address or Hostname to ping

Expected successful output:

Host to ping

www.google.com

CHECK: 'www.google.com' seems a valid FQDN
Testing ping 'www.google.com'...

time=4.19 ms

time=4.18 ms

time=4.13 ms

time=4.14 ms

time=4.08 ms

time 4005ms

OK, ping successful

Active Network Connections

It allows the user to check the current active network connections to NetMan 208C and listening
ports.
If a Service is enabled and not used, please consider disabling it.
If an active connection is detected and not expected, please consider creating a specific firewall rule
for blocking that incoming connection (-> see Firewall configuration).
Notes:

- some ports must be opened and listening for system networking (e.g.: TCP/53 used for DNS

resolution, UDP/68 used for DHCP)

Active Network Connections

Allows to check current Active Connections to the Netman.
Press the button to check and show the connections:

U CHECK ACTIVE NETWORK CONNECTIONS

Protocol Local Remote State

TCPv4 127.0.0.1:53 0.0.0.0* LISTEN
TCPv4 10.1.30.75:53 0.0.0.0:* LISTEN
TCPv4 0.0.0.0:80 0.0.0.0:* LISTEN
TCPv4 0.0.0.0:443 0.0.0.0:* LISTEN
TCPv4 127.0.0.1:953 0.0.0.0:* LISTEN
TCPv4 10.1.30.75:443 10.1.10.86:52700 ESTAB
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Firewall

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE
General configuration Firewall configuration
Command configuration
FIREWALL

Data Log configuration

Enable Firewall Rules

NETWORK

Configuration INCOMING Rules (IPv4 only)

Connectivity

From IP P From MAC Protocol Port #
Enabled address address MAC address
address

No data available in table

Wake on LAN i .
KA
SNMP L= Add Row
fault i :
Default incoming rule ACCEPT -
MODBUS/BACNET
JSON You must test the rules before confirm
Test temporarily the rules with immediate effect
DATE & TIME n case of problems due wrong rules, you can restart the Netman and last previous cenfirmed rules are recalled,
50 you can adjust rules again
NTP & Timezone

Configuration
CONFIRM RULES

n case of correctness, you can confirm the tested rules and make them permanent and
EMAILS active from the next reboot

Please wait a few seconds for testing yourself the rules, before confim and save.

Configuration m

ADVANCED

Expert Shell

Firewall configuration can allow and/or block the traffic incoming to NetMan 208C due to the rules
set with this configuration. It is disabled by default and must be enabled by the User.

Notes:
- please consider enabling the internal firewall for limiting access only to allowed remote hosts
- for a stronger security please consider adding an external physical firewall and limit the
access to the network cables conduits
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The basic firewall logic requires to set the custom Incoming rules desired:

Frommn

F g P A
Enabled rom MAC G Protocal Part 2 Action
address address address
address
=] ARy W ARy W WEB-HTTP w Ay w ACCEPT w Dielete
1 = ARy W ARy W FTP v Ay W REJECT » Dalata

that filter the traffic incoming to NetMan 208C where each rule checks the Source of connection:
- by IP Address or Netmask (e.g., 10.2.30.5, 10.0.1.0/24) [default is Any]
- by MAC address (e.g., 00:50:56:00:C0:01) [default is Any]

and in addition, filtering the traffic incoming that requests:

- a specific protocol used by then NetMan 208C (BACNET, MODBUS, PING, SNMP, SSH,
UPSMON*, WEB-HTTP*, WEB-HTTPS¥*)

- acustom protocol set by user for TCP/<porthumber> or UDP/<portnumber>

where each rule follows one ACTION:
- ACCEPT: allows the traffic filtered by the rule

- DROP: lets drop the traffic request incoming due to the rule (no response is sent back to the
Source of the connection)

- REJECT: refuses the connection (an answer of reject is sent back to the Source of the
connection)

When a specific traffic does not match any rules in the rules table, the Default Incoming rule is
applied:

Default incoming rule: ACCEPT o

where options are:
- ACCEPT: allows the traffic
- DROP: lets drop the traffic incoming

After setting all the Rule Table and the Default Incoming rule , it is possible to TEST the firewall
logic immediately:

TEST

Test temporarily the rules with immediate effect.

In case of problermns due wrong rules, you can restart the Metman and last previous confirmed rules are recalled

so you can adjust rules again
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The TEST activates temporarily the rules forcing the user to wait some time before any CONFIRM
action:

CONFIRM RULES

n case of correctness, you can confirm the tested rules and make them permanent and
active from the next reboot.

Please wait a few seconds for testing yourself the rules, befare confim and save..

At this moment the rules are temporarily active, giving some time to the User to check them:

- in case of connection lost the User can reboot NetMan 208C (physically un-plugging and
re-plugging again in the slot) and connection is restored as it was before firewall TEST, so
the User can re-check the rules and TEST again with the new rule changes

Only after the forced count-down time, if behavior of the rules is validated the User can click on the
CONFIRM button:

CONFIRM RULES

n case of correctness, you can confirm the tested rules and make them permanent and
active from the next reboot.

CONFIRM

After CONFIRM button, the activated rules are written, saved, applied and ready for the
next reboot. From now, in case of NetMan 208C not reachable, the only solution is to
reset it to the default configuration, losing any configuration applied.
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Workflow for a correct configuration

Enable the firewall

FIREWALL

Enable Firewall Rules

o
Set/change the rules
Enabled ::l"r‘.'s: 1P address mf“ . mf“s Protocol Port * Action
Specify v 10.1.11.31 Ay v Ay w Ay v ACCEPT v | [Delete |
Specify w 10.1.10.56 Ay w Any Any o~ ACCEPT v [ Delete |
Add Row
Set the Default Incoming rule
Default incoming rule: ACCEPT - NO
' Confirm
Test the rules Yes the rules
are rules
TEST

ok?
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Notes and suggestions

®

© ©

Safe rule
During first configurat igafevlede sas nlgs tp hrausle
the rule table) always allowing all traffic to NetMan 208C, incoming from a specific IP or
MAC address (from the machine where the User is configuring NetMan 208C):

Enabled oM '® IP address MAC MAC Protocol Port # Action

address address address

Specify v 1011131 Any W Any  w Any v ACCEPT w | Delete ‘

In this way, if some rules are set wrong, the User can always connect to NetMan 208C
and adjust the wrong rul es. Only aft egafe
rued6 i f no more needed.

Wi t housafeaue§y fihe Us eing conriecdidndo NetMan 208C, with unique
solution of resetting to default (by physical button) losing any configuration previously
applied.

Beware the action definedbyiDef aul t | n c:ovnen is get tRDROR anly the
traffic ACCEPTED by the custom rules in the table is allowed.

The worst condition possible is setting all the rules in the table with DROP and Default
Incoming Rule as DROP: in this way NetMan 208C will refuse any connection and
becomes no more reachable: in this case, it must be reset to default by pressing the
physical button, losing any configuration applied to NetMan 208C configuration.

For the protocols labelled as UPSMON*, WEB-HTTP* and WEB-HTTPS*, firewall rules
automatically follow the settings/port defined in the related configuration sections:

UPSMON?* (default port 33000) HTTP* (default port 80)

Enable HTTP .
uop

HTTP port 80

Enable UDP .

UDP port 33000

HTTPS* (default port 443)

Enable HTTPS .

HTTPS port 443

UDP PASSWORD

Password

Retype Password
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Wake-on-LAN

DASHBOARD

DATA

YOUR NETMAN

DEVICE
General configuration
Command configuration

Data Log configuration

NETWORK

Configuration

Connectivity

Firewall
(===

SNMP

MODBUS/BACNET

JSON

SYSLOG

DATE & TIME
NTP & Timezone
Configuration

EMAILS

Configuration

ADVANCED

Expert Shell

SYSTEM OVERVIEW

SENSORS

HISTORY

MODEM

Wake On Lan

WAIKE ON LAN

Enable Wake On Lan

CONFIGURATION

MAC addresses & Delay

ADMINISTRATION

REMOTE HOSTS

MAC addresses will be processed one by one with a delay before proceeding to the next one

MAC address Delay next (sec)
0 01:23:45:67:8%:ab 3 | Delete |
1 00:11:22:33:44:55 5 | Delete |
2 al:b2:c3:dd:e5:6 | Delete |

SAVE

| Add Row |

With this menu it is possible to populate a list of the MAC addresses for executing Wake-on-LAN
operation. Please remember to set the Delay Next time (in seconds) between each execution. The

| i st

order

can

be easi

y

managed

dragging

up/ down

The Wake-on-LAN is sent when NetMan 208C boots and when the mains power returns after a

black-out.

®
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SNMP

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMIMISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE
General configuration SNMP Conﬁguration

Command configuration

SNMP
Data Log configuration
Enable SNMP protocol .
NETWORK
Configuration
CONFIGURATION MODE
Connectivity
Firewall Wizard Configur:
Advanced File Configuration
Wake on LAN
MODBUS/BACNET SNMP configuration wizard
JSON
SYSLOG SNMP VERSION
DATE& TIME SNMP V3 SNMPVIAR
NTP & Timezone
Configuration SNMP v3
EMAILS
USERS
Configuration
Username Auth Priv authPassword  privPassword ~ User
ADVANCED permissions
GET
Expert Shell v v SET TRAP
GET
v v
SET
GET
v v
SET
GET
v v
SET
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TRAP RECEIVER

Trap receiver 1

Trap receiver 2

Trap receiver 3

Trap receiver 4

TRAP REPEATER

Re-send traps every (minutes)

SAVE

Trap receiver 5

Trap receiver 6

Trap receiver 7

Trap receiver 8

SEND SPECIFIC TRAP (PLEASE CLICK SAVE BEFORE TESTING)

Select the trap to send

TRAP + 1 (Battery Bad)
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DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION

YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE
General configuration SNMP CDI'IfIgUl'alion

Command configuration

SNMP
Data Log configuration
Enable SNMP protocol .
NETWORK
Configuration
CONFIGURATION MODE
Connectivity
Firewal| Wizard Configuration

Advanced File Configuration
Wake on LAN

MODBUS/BACNET SNMP configuration file upload
JSON
SYSLOG SAMPLE CONFIGURATION FILE

# Netman 208C SNMP configuration examples
#
# each line must begin with one of these keyword:
#
# # for comment, the line is skipped
# addUser for adding a new user and setting the passwords
# addGroup for putting a user into a group
# addAccessEntry for enabling access privileges to a group
Configuration # addView for adding privileges
# addManager for adding SNMP Managers which will receive SNMP traps
#
#
EMAILS #HOW TO ENABLE SNMPV1/V2 WITH CUSTOM COMMUNITIES (myread, mywrite)
#
#
Configuration #addGroup v2 myread v1v2group
#addGroup v1 myread v1v2group
#addGroup v1 mywrite v1v2groupWrite

#addGroup v2 mywrite v1v2groupWrite
ADVANCED # 4

DATE & TIME

NTP & Timezone

Expert Shell

UPLOAD NEW SNMP CONFIGURATION FILE (*.CONF)

Drag & drop here your SNMP configuration file

TRAP REPEATER

Re-send traps every (minutes) 2

SAVE



SNMP (Simple Network Management Protocol) is a communications protocol, a tool that allows the
client (manager) to effect requests to a server (agent). This protocol is an international standard and
so any SNMP manager can communicate with any SNMP agent.

To exchange information, the manager and agent utilise an addressing technique called MIB
(Management Information Base). MIB defines which variables can be requested and the respective
access rights. MIB is equipped with a tree structure (like the folders on a hard disk), through which
manager and agent can use several MIB at the same time, as there is no overlap.

Each MIB is oriented to a particular sector; in particular RFC-1628, also called UPS-MIB, holds the
data for UPS remote management.

Furthermore, the agent can submit data without a prior request to inform the manager about
particularly important events. These messages are called traps.

For more information about SNMP visit this site: http://www.snmp.com.

Use of the Wizard

For configuring SNMP, it is possible to use the wizard web page for a simple configuration using
SNMPv3 or SNMPV1N2.
By default, the more secure SNMPv3 is proposed.

If user chooses to set SNMPv1/v2 (very insecure protocol) should not set i p u b |
Aiprivated for communities, wel/| known a:c

SNMPvV3 is strongly suggested due to its better security and encryption algorithms.
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Use of Advanced configurations

Advanced configuration requires to customize the proposed snmp.conf sample configuration file

(pl ease s eSa&IMRchrdiguratend ) i

Field

Description

Default

Enable SNMP protocol

To enable the SNMP service.

Disabled

Configuration mode

Choose between wizard configuration or to
upload a configuration file

(configuration file may result more complex
to configure).

Wizard Configuration

SNMP version

Choose between SNMPv3 (suggested,
more secure) and SNMPv1/v2 (less
secure).

SNMPvV3

Get community

Enter the community for read access.
If set: please avoid the commonly used
Apublicdo .community

Empty

Set community

Enter the community for write access.
If set: please avoid the commonly used
Aprivateodo. community

Empty

Trap community

Enter the community for traps
If set: please avoid the commonly used
Apublicd .community

Empty

Trap receiver
(8 receivers)

Enter the IP addresses to which traps are
sent.
(e. g.: An10.1.51. 30)

Empty

Enter the USM username.

Username (username for SNMPv3) Not set / Empty
Enter the authentication algorithm.
Auth (algorithm for SNMPv3 authentication) Not set / Empty
. Enter the privacy algorithm.
Priv (algorithm for SNMPV3 encryption) Not set / Empty
Enter the authentication password.
AuthPassword (password for SNMPv3 authentication) Not set / Empty
. Enter the privacy password.
PrivPassword (password for SNMPV3 encryption) Not set / Empty
Permissions Choose the permissions for each user Not set
GET / SET/ TRAP SNMPvV3 Permissions: GET / SET / TRAP.

Send specific TRAP

Allow the user to send a TRAP for testing.
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MODBUS/BACNET

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE
General configuration MODBUS/BACNET configuration

Command configuration
MODBUS

Data Log configuration
Enable MODBUS

NETWORK

Configuration BACNET

Connectivity
Enable BACNET

Firewall

Wake on LAN
BACNET DATA

SNMP

MODBUS/BACNET

JSON

BACNET Address (Number)

SYSLOG SAVE

DATE & TIME

NTP & Timezone

Configuration

EMAILS

Configuration

ADVANCED

Expert Shell

For information about MODBUS registers,pl ease checkST@R/ INMODBot ocol 0
For information about BACNET, pl ease check ABACNE
Field Description Default
Enable MODBUS To enable the MODBUS protocol Disabled
Enable BACNET To Enable the BACNET protocol Disabled
BACNET Address (Number) | Enter the BACNET address of the device Not set / Empty
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JSON

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE
General configuration JSON
Command configuration
JSON
Data Log configuration
Enable JSON notification
NETWORK
Configuration
RECEIVER
Connectivity
Monitoring host IP Host port
Firewall
Please insert address port
Wake on LAN
Notification interval (minutes)
SNMP
MODBUS/BACNET

SEND NOTIFICATION ON EVENT

_ UPS Lock Overload / overtemp

sysLoe UPS Failure On Bypass
Battery work Battery low
DATE & TIME
:Jot:Tmunlcation Mainteinance
NTP & Timezone
Switch open Anomaly
Configuration
Command
T Warning
EMAILS
Configuration
CURRENT STATUS
ADVANCED
Json Service not enabled.
Expert Shell
LICENSE
License file No license (default)

If this Netman is for a custom client, please upload your license:

Upload Custom license
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NetMan 208C can send a periodic message in JSON trap format that contains the status and the
values of the UPS. The trap can also be sent on the specified conditions.

Field

Description

Default

Enable JSON notification

To enable the JSON notification service

Disabled

Monitoring host IP

Enter the IP address to which the JSON
traps will be sent.
e. g. NH1lWhedendkd 3 0

Not set / Empty

Host port

Enter the port where traps will be sent
(port number chosen from the user)
e.g. N40000 [/ wheser
enabled

Not set / Empty

Notification interval (minutes)

Enter the interval between JSON trap
sending

1 (minute)

Send notification on event

Choose the events upon which the trap
will be sent

No events selected

It

requires a license.txt

included in the trap.

Examples of trap, depending on the usage of license or not:

file to be uploaded on NetMan 208C. The content of the file will be

(custom file license uploaded)

[

Standard With license
(deault, no license uploaded)
[{

"timestamp™: 1741960153, "timestamp": 1741960472,
"model": "UOD2", "model": "UPS 6kVA",
"license": "no license", "license": "this_is_a_custom_license",
"name": "Netman 208", "io_conf": 1,
"location™: ",
"contact™: ",
"partnumber"; "UOD2",
"serialnumber": "ME39V0OD20000018",
"status™: [ 32, 8,0,5,0,0], "status": [ 32,8,0,5,0,0],
"measures": { "measures": {

"vinl": 229, "vinl": 230,

"vin2": 0, "vin2":0,

"vin3": 0, "vin3": 0,

"fin": 49.9, "fin": 499.0,

"vbypl": 229, "vbypl1": 230,

"vbyp2": 0, "vbyp2": 0,

"vbyp3": 0, "vbyp3": 0,

"foyp": 49.9, "fbyp": 499.0,

"voutl": 231, "voutl": 231,

"vout2": 0, "vout2": 0,

"vout3": 0, "vout3": 0,

"fout": 50.0, "fout": 500.0,

"load1™ 0, "load1": 0,

"load2": 0, "load2"0,

"load3": 0, "load3": 0,

"vbat": 40.7, "vbat": 406,

"autonomy": 202, "authonomy": 202,

"batcap": 89, "batcap": 89,

"tsys": 25 "tsys": 25
} }

1
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Some field contents:

timestamp is the instant of the trap in reference to Unix epoch.

model is the model of the UPS.

io_conf is the UPS configuration, some values depends on it (see notes).

license s the content of the license file
status is an array that must be interpreted as follows:

byte bit |Description ‘

0 |UPS Mainteinance
Communication lost
Battery low

Battery work

On bypass

UPS Failure
Overload/Overtemperature
UPS Locked

SWIN Open/Battery Low
SWBYP Open/Battery Working
SWOUT Open/UPS Locked
Output Powered

SWBAT Open
SWBAT_EXT Open
Battery not present
Battery overtemp

Buck Active

Boost Actived

O.L./L.1. function

Load threshold exceeded/On Bypass
EPO command active
BYPASS command active
Service UPS

Service battery

Replace Battery

Battery Charged

Battery Charging

Bypass Bad

Low redundancy

Lost redundancy

System anomaly

Bypass backfeed/Beeper On
Test in progress

Shutdown Imminent
Shutdown Active

PM1 fault/lock

AlWIN|RP|[OIN|[O|O|A|W[IN|P|O|IN|O|OIRA|WIN|FRP|IOIN|IO|OI|RA|WIN|(RP|IO|IN|IO|ORA|IWIN|E
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PM2 fault/lock

PM3 fault/lock

PM4 fault/lock

PM5 fault/lock
Alarm Temperature
Alarm Overload
PM®6 fault/lock

PM7 fault/lock

BM fault/lock

Power supply PSU fail
Battery unit anomaly

N[o|O|”AWIN|IFP|[O|N|[O|OT

measures , contains the instant values of the UPS at the timestamp time. The measures with note
(1) arendt me a nib_mapff ud 1, thehmeasures with note (2) ar en 6t meaningf u
io_conf islor3.

JSON License

A specific JSON file license can be uploaded in the specific section:

LICENSE

License file No license (default)

If this Netman is for a custom client, please upload your license:

Upload Custom license .

(OPTIONAL) UPLOAD A NEW LICEMSE FILE NAMED "LICENSE.TXT" FOR JSON (FILE .TXT)

......................................................................................................

......................................................................................................

The license file is a simple text file with a text string:
e.g.:
license.txt
License_00 - AABB CCDD EE FF 1234- ABCDEG
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When JSON license is uploaded:

LICENSE

License file OK: Custom license file uploaded

REMOVE CUSTOM LICENSE

If this Netman is for a custom client, please upload your license:

Upload Custom license .

(OPTIONAL) UPLOAD A NEW LICENSE FILE NAMED "LICENSE.TXT" FOR JSON (FILE .TXT)

Drag & drop here your 'license.txt' file

The following JSON data are sent:

With custom file license upload

[

1

"timestamp": 1741960472,
"model": "UPS 6kVA",
"license": "License_00
"io_conf": 1,

"status": [ 32, 8,0,5,0,0],
"measures":

- AA- BB- CCG DD EE FF- 1234 - ABCDEG",

"vinl": 230,
"vin2":0,
"vin3": 0,
"fin": 499.0,
"vbypl": 230,
"vbyp2": 0,
"vbyp3": 0,
"fbyp": 499.0,
"voutl": 231,
"vout2": 0,
"vout3": 0,
"fout": 500.0,
"load1": 0,
"load2":0,
"load3": 0,
"vbat": 406,
"authonomy ": 202,
"batcap": 89,
"tsys": 25

The usage of the Alicensedo field
NetMan/UPS sending JSON traps.
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Syslog

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE
General configuration SYSLOG

Command configuration

SYSLOG
Data Log configuration

Enable remote SYSLOG .

NETWORK

Configuration

SERVER CONFIGURATION
Connectivity

SYSLOG server IP Server UDP port
Firewall
ert a re
Wake on LAN
SNMP
MODBUS/BACNET
SAVE
JSON

SYSLOG
TEST SYSLOG CONNECTION (PLEASE CLICK SAVE BEFORE TESTING)
DATE & TIME TEST $YSLOG CONNECTION

NTP & Timezone

Configuration

This menu allows the user to configure the syslog service over UDP port.

Field Description Default
Enable remote syslog To enable the syslog service Disabled
Enter the IP address of the syslog
Syslog server IP server Not set / Empty

e. g. f10.11.51. 234d

Enter the UDP port where the events
will be sent

When enabled: 514 (standard) or user
customized

Server UDP port No set / Empty

Allow to send a test message log to

TEST SYSLOG CONNECTION
the syslog server set
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DATE & TIME

NTP & Timezone

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS

DEVICE
General configuration NTP & Timezone configuration
Command configuration Current date is 22 Dec 09:13 UTC 2025
Data Log configuration SET A NEW TIMEZONE SET A NTP SERVER

NETWORK Select the right timezone NTP server address (IP)

PLEASE CHOOSE v Please insert the NTP addre

Configuration
Connectivity

Firawall WARNING: ! HTTPS PROTOCOL IS ENABLED AND ANY TIME CHANGE MAY
COMPROMISE AND INVALIDATE THE CURRENT SESSION AND THE NEXT
WEB ACCESS, DUE TO TIME MISMATCH.

Wake on LAN

SNMP
MODBUS/BACNET SAVE
JSON

SYSLOG

DATE & TIME

NTP & Timezone

Configuration

With this menu it is possible to configure the NTP synchronization.

Field Description Default

Time zone to set.

e. g. : AROMEO when set
Enter the name or address of the NTP server
If not set, by default a pool address set is
used.

e.g. 10.11.12.13 when set.

.ﬁ NetMan 208C basic internal services (e.g. HTTPS, Certificate validations) require a
correct date and time to work properly. It is therefore necessary to configure them
always correctly for a correct logging event, reporting notifications and certificates
validation in the System.

Set a new Timezone Not set

NTP server address (IP) Not set / Empty

Only for some specific UPS models: if a valid time is received by the configured NTP server,
NetMan 208C will synchronize the clock of the UPS daily (at 00:30).
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Configuration

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE
General configuration Date & Time configuration
Command configuration Current date is 22 Dec 09:15 UTC 2025

Data Log configuration

SET A NEW DATE
NETWORK
Date Hour Minutes
[
Configuration dd/mm/yyyy EEE] 00 v 00 v
Connectivity
Firewall WARNING: ! HTTPS PROTOCOL IS ENABLED AND ANY TIME CHANGE MAY
COMPROMISE AND INVALIDATE THE CURRENT SESSION AND THE NEXT
Waks on LAN WEB ACCESS, DUE TO TIME MISMATCH.
SNMP
MODBUS/BACNET
SAVE
JSON
SYSLOG
DATE & TIME
NTP & Timezone
EMAILS
Configuration
ADVANCED
Expert Shell
Field Description Default
Enter the current date.
Date N o . Not set / Empt
e.g. 19/11/20251 f o r ndadt/ nmim/ wheryseto Pty
Hour Enter the current hour. Not set / 00
Minutes Enter the current minutes. Not set / 00
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EMAILS

Configuration

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION
YOUR NETMAN SENSORS MODEM
DEVICE

General configuration

Command configuration

Data Log configuration

NETWORK

Configuration

Connectivity

Firewall

Wake on LAN

SNMP

MODBUS/BACNET

JSON

SYSLOG

DATE & TIME

NTP & Timezone

Configuration

EMAILS

Configuration

ADVANCED

Expert Shell

Email configuration

Enable Email

MAIL HOST & SMTP

Mail host

Please insert the address

OTHER PARAMETERS

Sender address
Please insert sender email
Username

Please insert username

EMAILS

Email #1

Email Address

Device Lock
Overload / overtemp
General Failure

On Bypass

Input blackout
Battery low
Communication lost

Ext. sensor Temp
out of range

Ext. sensor Humidity
out of range

Ext. sensor Input
contact active

Security alerts

EMAIL REPORT

Send report every day at 00:10

Send report every Sunday at 00:10

SAVE

-65 -

ADMINISTRATION

REMOTE HOSTS

SMTP port
25
Transport
Plain v
Password @&

Please insert password

Email #2 Email #3

Email Address Email Address



To configure the email addresses to which alarm notifications and email reports are sent and other

related parameters.

Field Description Default
Enable Email To enable the Email service. Disabled
. Enter the name or the address of the SMTP
Mail host server to be used to send e-mails. @ Not set/ Empty
The IP port used by the SMTP protocol
SMTP port (standard ports are: 25-PLAIN / 465-SSL / Not set / Empty

587-STARTTLS).

Sender address

Enter the address from which the e-mails are
sent. @

Not set / Empty

If the server requires authentication, enter the

Username AUsernames. Not set / Empty
Password If the server requires authentication, enter the Not set / Empty
password.
It is possible to choose between PLAIN, SSL
or TLS.
1 PLAIN = None (not ecrypted).
Transport 9 SSL =SSL/TLS (encrypted). PLAIN
 TLS = STARTTLS (starts not encrypted,
then encrypted).
Email #1 ) o
Enter the e-mail addresses (recipients) to
Email #2 which to send the alarm notifications and Not set / Empty
_ reports (see notes below).
Email #3

Device events

Choose the event upon which the email will
be sent.

No events selected

Send report every day

To send the email report every day at 00:00.

Disabled

Send report every week

To send the email report every Monday at
00:00.

Disabled

@ Ensure that the SMTP server accepts connections on the configured port

@Do not wuse t

he fAispaceodo character

n this field

After having set the data and saving, the service can be tested. If the test is performed, a test email
is sent to all the configured email addresses.

Report e-mails are sent to all the addresses set.
Alarm notification e-mails are sent only to the selected addresses.
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The following table describes the meaning of the events. These can vary depending on the device
connected.

Event Meaning

Device Lock Device is locked or in a severe failure state
Ovrload/Ovrtemp Device in overload or in overtemperature

General Failure Failure of the device

On bypass Operation from bypass

Input blackout The input source is in blackout

Battery low Battery low

Communic lost No communication between NetMan 208C and the UPS.

Events on temperature range, when Environmental Sensors are
configured (high and low temperature threshold )

As addition:

- notification on sensor lost/disconnected/reconnected events

Ext. sensor Temp
out of range (*)

Events on humidity range, when Environmental Sensors are configured
Ext. sensor Humidity | (high and low humidity value threshold )

out of range (*) As addition:

- notification on sensor lost/disconnected/reconnected events

Events on input I/0O, when Environmental Sensors are configured (input
Ext. sensor Input contact changes )

contact active (*) As addition:
- notification on sensor lost/disconnected/reconnected events

General Security notification when:
Security alerts (**) - a user fails to login and is being blocked or retries

- alert when too many requests are detected from internal web server
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Sensor Events (*)

Details of event notifications sent related to the Sensors:

Flags

Events Ext. sensor Temp Ext. sensor Humidity Ext. sensor I_nput

out of range out of range contact active
High temp alarm Send email - -
High temp restore V Send email - -
Low temp restore V Send email - -
Low tempo alarm V Send email - -
High humidity alarm - V Send email -
High humidity restore - V Send email -
Low humidity restore - V Send email -
Low humidity alarm - V Send email -
Input contact alarm - - V Send email
Input contact restore - - V Send email
(Ssee%s;%rr I&gg;}ﬁéi?: d) V Send email V Send email V Send email
(Ssee%s;%rr :_eoccS)rTn;ecstLoéf V Send email V Send email V Send email

Security alerts  (**)

Event ASecuretalledgwhaed: ert so i s
- Web Login: a user exceeds failing login during the authentication: an email is sent to inform

the Security alerts recipients
- Web requests: an excessive humber of web pages/queries are received from NetMan
208C: an email is sent to inform the Security alerts recipients
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ADVANCED

Expert Shell

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
DEVICE
General configuration ExPert She"

Command configuration

Data Log configuration

NETWORK

Configuration

Parameter:

Connectivity

(parameter name)
Firewall
Wake on LAN

Value:
SNMP

(value)

MODBUS/BACNET

JSON & SET X DELETE

SYSLOG

DATE & TIME

NTP & Timezone

Configuration

EMAILS

Configuration

ADVANCED

This menu is available only to fAadmino
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Field Description Default
Parameter Name of the internal parameter Not set / Empty
Value Value of the internal parameter Not set / Empty
GET Reads the content of the internal parameter requested

The value read is reported in the Value field
SET Writes the value in the Value field to the internal

parameter set
DELETE Delete the parameter requested

Modifying these parameters may lead to a malfunction or critical states with NetMan
208C; please operate in this menu only when specifically requested by Thecnical

Support or by following detailed instructions.
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SENSORS

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION (3} 26 NOV 13:17 UTC 2023
YOUR NETMAM SENSORS MODEM REMOTE HOSTS
SENSORS

_ Environmental sensors configured (3)

Scan the sensors

SENSOR1
TEST SEMSOR
Events configuration

E} i &QEQRH H CREN E-l OPEM

nput 1 Qutput 1

Sensor 1

SENSERZ TEST SENSOR

E‘)‘ Filn &ﬂﬁRH E-I: OFEN E—l OPEM

nput 2 Qutput 2
Sensaor 2

SENSOR 3 TEST SENGOR

ﬁ)‘ T &BE%RH E‘l CLOEE D OPEM

nput 3 Output 3

Sensor 3

General Sensors configuration

SEMESO0RS CONFIGURATION

Enable senzors .

To configure the optional environmental sensors connected to NetMan 208C.

Refer to the ENVIRONMENTAL SENSOR User manual for installation and configuration
of the sensors.

71 -



GSM MODEM

Configuration

NetMan 208C can send as SMS notification if one or more alarm conditions occur. The SMS can be
sent to up to three recipients and they can be sent for seven different kinds of alarm.

An external GSM modem (optional accessory) and a SIM card with pin request disabled
are required.

DASHBOARD DATA SYSTEM QVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
MODEM
m GSM Modem configuration
Enable SMS

MODEM CONFIGURATION

SMSC Short Message Service Center number:

FEATURES & NOTIFICATION

SMS #1 SMS #2 SMS #3

Phone number Phone number Phone numbel

Device Lock

Overload / overtemp

General Failure

On Bypass

Input blackout

Battery low

Communication lost

SMS REPORT

Send report every day

Send report every week

SAVE

TEST SMS (PLEASE CLICK SAVE BEFORE TESTING)

TESTSMS
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This menu can be used to configure the GSM modem to send SMS.

Field

Description

Default

Enable SMS

To enable the SMS service

Disabled

SMSC Short Message
Service Center number

Enter the phone number of the Short
Message Service Center
(e.g.: +3900112233445566)

Not set / Empty

SMS #1

SMS #2

SMS #3

Phone numbers that will receive SMS

Not set / Empty

Device events

Choose the events upon which the SMS
will be sent

No events selected

Send report every day

To send the SMS report every day at
00:00

Disabled

Send report every week

To send the SMS report every Monday at
00:00

Disabled
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REMOTE HOSTS

SSH

DASHBOARD DATA

YOUR NETMAN

REMOTE HOSTS SHUTDOWN

VMware ESXi
Nutanix

Syneto

SYSTEM OVERVIEW HISTORY

SENSORS MODEM

CONFIGURATION ADMINISTRATION

REMOTE HOSTS

SSH

SSH

Enable remote SSH commands

RUN FIRST SCRIPT ON EVENT

After mains failure (minutes) 1

When authonomy is below (minutes)

Next events will be executed after "Delay next(sec)" of each row of the table below

Connectors and Scripts

Host Username Password Seript Delay
Enabled next
(sec)

No data available in table

"$"] Add Row

SHUTDOWN ON EVENT

Then, UPS shutdown after (seconds) 1

SAVE

TEST CREDENTIALS

Test the credentials of all hosts of the table

TEST CREDENTIALS

This section allows the user to configure the SSH client service: NetMan 208C can connect to remote
servers with SSH protocol and execute commands and script in a remote server.
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With these hosts, we recommend installing the communication and shutdown
software, which has similar or superior functionality.

.ﬁ The SSH client service is not compatible with hosts with Windows operating systems.

The main triggering event is configured enabling a nd s et tOnEvgntot hreu nf:

Field Description Default

Enable remote SSH commands To enable the SSH client service Disabled

Scripts will be executed after the set

After mains failure ; ) : Disabled
minutes of delay after mains failure
When autonomy is below Scripts will be executed when autonomy is :
\ : Disabled
(minutes) below the minutes set
Actions to call must be configured in the table:
=2} 1011005 adminuser = e 17 \SC100#8CR#EW 1 Dele
=] 10.1.10.183 admin e shutdowr Del
one action per row, with a fidelay nexto before ex
For each row, then fields are:
Row Field Description Default
Enabled Action enabled Disabled
Host Host to connect to via SSH Not set / Empty
Username Username for login to SSH Not set / Empty
Password Password for login to SSH Not set / Empty
Script Command to execute after I_ogln (simple Not set / Empty
command or multiple command string )
In case of multiple actions (rows) the delay
Delay next (sec) (seconds) before executing the next action Not set / Empty

When all the enabled rows in the tablShutdawn®n pr oce
Eventd may be executed if desired
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SHUTDOWN ON EVENT

SHUTDOWN ON EVENT

Then, UPS shutdown after (seconds) 5 .

Field Description Default

Delay of the final action. After that all
UPS shutdown after (seconds) the defined script have been executed, | Not set/Empty
the UPS will shutdown.

Slider Enable/Disabled Disabled

Type of commands as action for Script: single command

The basic action can be called as a single command script: just a single command for invoking a
sequence of actions desired.

Here some examples:
| shutdown 5
| /run/custom/switchchoff.sh

| /run/myshutdownscript.sh

Type of commands as Action for Script: multiple command string

A more complete solution is using a multiple command string: is written as single string data but it
behaves as a multiple command as if the User were typing char after char the commands (with return
keys and other characters including pauses).

This solution with Amultiple command stringo
need of some sort of interaction (delays, enter keys, special chars).

-76 -

al



The list of tags accepted is:

TAG Meaning
#CR# A Enter key
#W1# A Wait 1 second
#W2# A Wait 2 seconds
#W3# A Wait 3 seconds
#WAH A Wait 4 seconds
#W5# A Wait 5 seconds
#W6# A Wait 6 seconds
#HWTH# A Wait 7 seconds
#W8# A Wait 8 seconds
#WO# A Wait 9 seconds
For special needs, it is possible to send single chars by its Ascii code:
#ASCO01# A Ascii(1)
#ASCO02# A Ascii(2)
#ASCO003# A Ascii(3)
A é
A é
#ASC253# A Ascii(253)
#ASC254# | A Ascii(254)
#ASC255# | A Ascii(255)

Some examples here:

/I Shutdown of QNAP
| Q#CR#Y#CR#/sbin/poweroff#CR#
that is like typing manually:

Q (enter)
Y (enter)

/sbin/poweroff (enter)

/'/f Shutdown commands for M@ANet App
system node halt  -node * -skip -lif - migration -before - shutdown true
quorum- warnings true - inhibit - takeover true -ignore - strict

true#CR#HW1IA#YHCRAHWIHYH#CR#
that is like typing manually:
system node halt  -node *
quorum- warnings true - inhibit
(enter)

(wait 1 second)

Y (enter)

(wait 1 second)

Y (enter)

- takeover true -ignore - strict

/'l Shutdown command f AFirewall
| halt#CR#Y#CR#
that is like typing manually:
halt (enter)

Y (enter)

or
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-skip - lif -migration -before - shutdown true
- sync- warnings true

OnTap 9.9.10

-ignore -

- sync - warnings

-ignore -

CheckPointo



& © ©

Using multiple command string  always write_the correct TAGS, otherwise mis-type
TAGs are sent as a command to the remote host/device with errors or unexpected
answers (e.g.: do not forget to open anc

The usage of single command and multiple command string  is automatically detected
bythepr e s enc e niffound im the strifighs@executed as multiple command string,
otherwise is single command.

The single command s faster than the multiple command string : the first is a simple
command launched, the second one instead emulates an SSH session and involves
some extra internal delays (few seconds).
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VMware ESXi

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
REMOTE HOSTS SHUTDOWN
SSH VMware ESXi
VMWARE ESXI
Nutanix

Enable VMware ESXi shutdown

Syneto

Infrastructure connectors

Host Username Password

No data available in table

(3] Add Row
Actions
Action Condition Condition Delay Source Target Restore T
duration next on N
(min) (sec) power
on
No data available in table
4 »
KA
(3] Add Row

SHUTDOWN ON EVENT

Additionally, the commands will be executed when on battery low condition and when

shutdown is active

Then, UPS shutdown after (seconds)

SAVE

TEST VMWARE/VMWARE VCENTER SERVER APPLIANCE SHUTDOWN
(PLEASE CLICK SAVE BEFORE TESTING)

DRY RUN

TEST VMWARE/VMWARE VCENTER SERVER CREDENTIALS
(PLEASE CLICK SAVE BEFORE TESTING)

VALIDATE
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This menu enables the configuration of the VMware Esxi shutdown service. Any Esxi host or part of
a vSphere infrastructure or the included vCenter server appliance can be shut down, it is possible
execute a vMotion in order to move active VM from a host or Cluster to a specific target, each with
their separate credentials, priority and delay.

The validity of the credentials is checked periodically and, if not valid, an alarm is generated.

It is also possible to shutdown the UPS at the end of the hosts shutdown process.

/\ ATTENTION

! The VMware infrastructure has to be installed with a valid license, a free of charge
installati on doesnodt wor k properl vy, (
machines and the physical servers cannot be shut down due this system limitation.

The slider 1iEn abénable h&BSKi slaitdawh strwicen o

VMware ESXi
Field Description Default
Enable VMware ESXi shutdown Enaple or disable the VMware ESXi Disabled
service
Infrastructure connectors
Field Description Default
Enter the hostname or IP address of the ESXi
Host or VCSA host or VCSA Not set / Empty

Enter the username for ESXi or VCSA
administrator
Enter the password for ESXi or VCSA
administrator

Username Not set / Empty

Password

Not set / Empty
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Actions

Action Condition Condition duration (min) Delay next (sec)
0 Shutdown VM~ Power fail 5 0
1 Shutdown Host w Power fail w 10 1]

SHUTDOWN ON EVENT

Additionally, the commands will be executed when on battery low condition and when
shutdown is active

Then, UPS shutdown after (seconds) 2 .
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Actions

Field Description Default

The action that will be executed:

Shutdown VM will shutdown the specific VM
Shutdown Host will shutdown all the active VM on
the specified host and finally the host itself
Shutdown Cluster will shutdown all the active VM
Action on the specified cluster and all hosts part of the Not set / Empty
cluster

VMotion will move all the active VM from a source
host to a target host

Maintenance will force a host in maintenance
mode

Power fail : When the UPS detects a main failure,
the configured condition duration time (minutes) will
begin to countdown. Once the timer has elapsed
the selected action will start. If the main returns
within this time, then the action will be cancelled.
Condition Not set / Empty
Autonomy less : When the calculated battery
autonomy of the UPS falls below the configured
condition duration time(minutes) the selected action
will start. If main returns within this time, then the
action will be cancelled.

The duration that the selected condition (Power fail
or Autonomy less) must be active for before the Not set / Empty
selected action starts.

Condition duration
(minutes)

Delay next (seconds) | Delay in seconds to execute the next action. Not set / Empty

If the action is Shutdown Host , VMotion or
Maintenance ; an IP address or hosthame of a
present host or VCSA must be specified.

If the action is Shutdown VM or Shutdown

Cluster a valid VM name or Cluster name, present
in the infrastructure must be specified.

If the action is VMotion , a valid IP address or
hostname must be specified.

In case of shutdown actions, NetMan 208C will
restart automatically all the VMs that were
shutdown.

Restore on power on | In case of Maintenance action, NetMan 208C wiill Not set / Empty
restore the host from maintenance.

Please note that to restart the host the Wake on
Lan feature must be used instead.

Source Not set / Empty

Target Not set / Empty

Target Netman For future use. Not set / Empty

The priority order of the actions in the action list can be changed, selecting and moving the action
row up or down with the mouse.

The vSphere DRS automation function can be used by forcing the target host in
Maintenance mode.
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SHUTDOWN ON EVENT

Field Description Default
UPS shutdown after (seconds) 0Dfé3¥sfor UPS shutdown after event Not set / Empty
Shutdown on event Action of shutdown UPS after all Disabled

previous actions

It is possible configure the UPS shutdown delay in seconds, this counter will start at the same time
of the shutdown actions listed on the Action list.

Additionally, the commands will be executed when on battery low condition and when shutdown is
active.

SAVE

This button SAVE the configuration, please note that the service will be restarted.
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TEST VMWARE/VMWARE VCENTER SERVER APPLIANCE SHUTDOWN
(PLEASE CLICK SAVE BEFORE TESTING)

DRY RUN

Testing the configuration
It is possible to test the procedure without perf
logs on the target host or vCenter Server Appliance will confirm the correctness of the configuration.

vSphera Client

o 2 a 2 2 10.130.20

vim event Generall.

TEST VMWARE/VMWARE VCENTER SERVER CREDENTIALS
(PLEASE CLICK SAVE BEFORE TESTING)

VALIDATE

Validating the connections

It is also possible to test the correct user account and password to login on an ESXi host or vSphere
VCSA.

The test will return the result with a pop-up screen.
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Nutanix

DASHBOARD DATA

YOUR NETMAN

REMOTE HOSTS SHUTDOWN

VMware ESXi

Syneto

SENSORS MODEM

SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION

REMOTE HOSTS

Nutanix

NUTANIX

Enable Nutanix shutdown

CVM CREDENTIALS

Prism address
Please insert host address
Prism user Prism password

Please insert the user name Please insert the password

Physical hosts

Host Username Password
No data available in table
o3
3" Add Row
Actions
Action  Condition  Condition  Delay  Source  Restore
duration next on
. Note
(min) (sec) power
on
No data available in table
3,
'3 Add Row

SHUTDOWN ON EVENT

Additionally, the commands will be executed when on battery low condition and when
shutdown is active

Then, UPS shutdown after (seconds)

SAVE

TEST NUTANIX SHUTDOWN
(PLEASE CLICK SAVE BEFORE TESTING)

DRY RUN

TEST NUTANIX SERVER CREDENTIALS
(PLEASE CLICK SAVE BEFORE TESTING)

VALIDATE
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This menu enables the configuration of the Nutanix shutdown service. Any host or part of a Nutanix
cluster infrastructure can be shut down, it is possible execute a priority and non-priority VMs

shutdown, each with their separate credentials, priority and delay.
The validity of the credentials is checked periodically and, if not valid, an alarm is generated.
It is also possible to shutdown the UPS at the end of the hosts shutdown process.

The slider AEnable Nutanix shutdowno enabl e
Nutanix

Field Description Default

Enable Nutanix shutdown | Enable or disable the Nutanix service Disabled
CVM credentials

Field Description Default

Prism address

Enter the hostname or IP address of the
Prism CVM

Not set / Empty

Username

Enter the username for CVM
administrator

Not set / Empty

Password

Enter the password for CVM
administrator

Not set / Empty

Physical hosts

Host Username Password

10.1.31.10 root | Delete |
10.1.31.12 root [ Delete |
10.1.31.14 | Delete |
»
| Add Row |
Actions
Action Condition Condition duration (min) Delay next (sec|
0 non critical VMs  w Power fail 10 60
1 Critical VM v Power fail 15 20
2 Critical VM v Power fail 15 0
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Actions

Restore
. . on
aration (min) Delay next (sec) Source power
on
o
20 79ab502a-13ca-4162-8aa
0 568bd95a-af84-4510-beh | [7]
4
SHUTDOWN ON EVENT
Additionally, the commands will be executed when on battery low condition and when
shutdown is active
Then, UPS shutdown after (seconds) 180 .

SAVE

TEST NUTANIX SHUTDOWN
(PLEASE CLICK SAVE BEFORE TESTING)

DRY RUN

TEST NUTANIX SERVER CREDENTIALS
(PLEASE CLICK SAVE BEFORE TESTING)

VALIDATE
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Actions

Field Description Default

The action that will be executed:

Non critical VM will shutdown all non-critical VMs
Critical VM will shutdown the specified UID critical
VM

Power fail: When the UPS detects a main failure,
the configured condition duration time(minutes) will
begin to countdown. Once the timer has elapsed the
selected action will start. If the main returns within
this time, then the action will be cancelled.
Condition Not set
Autonomy less: When the calculated battery
autonomy of the UPS falls below the configured
condition duration time(minutes) the selected action
will start. If main returns within this time, then the
action will be cancelled.

The duration that the selected condition (Power fail
or Autonomy less) must be active for before the Not set

Action Not set

Condition duration

(minutes) selected action starts.
Delay next (seconds) Delay in seconds to execute the next action. Not set
Source If the action is Critical VM a valid VM UID, present in Not set

the infrastructure must be specified.

In case of shutdown actions, NetMan 208C wiill
restart automatically in reverse sequence all the VMs
Restore on power on that were shutdown. Not set
Please note that to restart the host the Wake on Lan
feature must be used instead.

The priority order of the actions in the action list can be changed, selecting and moving the action
row up or down with the mouse.

SHUTDOWN ON EVENT

Field Description Default

Delay for UPS shutdown after event
occurs

Action of shutdown UPS after all
previous actions

UPS shutdown after (seconds) Not set / Empty

Shutdown on event Disabled

It is possible configure the UPS shutdown delay in seconds, this counter will start after the shutdown
actions listed on the Action list.

Additionally, the commands will be executed when on battery low condition and when shutdown is
active.
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SAVE

This button SAVE the configuration, please note that the service will be restarted.

DRY-RUN
Testing the configuration

It is possible to test the procedure without perf
logs on the target Prism CVM will confirm the correctness of the configuration.

Validating the connections

It is also possible to test the correct user account and password to login on a Prism CVM.
The test will return the result with a pop-up screen.
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Syneto

CONFIGURE ESXI AUTOSTART FUNCTIONALITY

Syneto HYPER appliances have the Autostart functionalities enabled by default on the ESXi
hypervisor. This is a mandatory prerequisite so that virtual machines can be powered on or off in the
right order when the request is made from NetMan 208C.

Configure the virtual machines that must be powered on the hypervisor in their desired order.
SynetoOS and SynetoFileRecovery are always first and second in the list.

[E 9a2000-esxi.dev.syneto.net - Manage

System Hardware Licensing Packages Services Security & users
Advanced settings &7 Edit settings
EE . Yes
Swap
Time & date Start delay 120s
Stop delay 120s
Stop action Power off
Wait for heartbeat No
(5 Enable | (@ Refresh | ¥ Actions (@ Search )
Virtual machine ~ | Shutdown behav...~ | Autos...~  Start... ~ Stop ...~
@ SynetoDS System default 1 120 s 120s
3 SynetoFileRecovery System default 2 1208 1208
£ Virtual Machine 1 System default 3 120 s 120s
{51 Virtual Machine 2 System default 4 1208 1208
{51 Virtual Machine 3 System default 5 1208 120s

CONFIGURE ESXI USER & ROLE FOR REMOTE POWER MANAGEMENT

Syneto recommends to configure an ESXi user to be used especially for power management duties
by the UPS. This provides a level of security that limits potential attack vectors.
Connect to your ESXi host with the Web client.

1. Create a new Role.
Go to Host -> Security and Users -> Roles.

vmware ESXi rootBqa2000-esxl devsyneto.net = | Help ~ | (G
@ Role PowerMgmt added successtully
« [J Host | System Hardware Licensing Packages. Services Security & users
Monitor Acceptance level + Agd role @ Retresn Q Search
| Authentication
- Virtual Machines. Name ~  Summary
Certificates
~ (b Lucian$ 0105 56.176 5.13 — Administrator Full access rights
Montor _ Anonymous Not Iogged-in user (cannot be granted)
+ G qa2000.dev.syneto.net-.. .
" - e — No access Used for restricting granted access
ore Vs No cryptography administrator Full access without Cryptographic operations privileges
8 storage PowerMgmt Powerhgmt
© Networki
£ Networking Rea-only ‘See details of objects, but not make changes.
View Visibilty access (cannot be granted)
Titems |

Click on Add Role. Give the new role a suggestive name, for example: PowerMgmt.
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Choose the following from Privileges:

Root -> Host -> Config -> Power.

= Add a role

Role name (required) | PowerhMgmt

Privileges Root Host Config

] NetService
[l Memory
] Network
J AdvancedConfig
[ Resources
O snmp

] pateTime
[ PciPassthru
[ Settings

] Patch

(] Firmware
Power

J Image

Root -> VirtualMachine -> Interact -> PowerOn, PowerOff
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= Add a role

Role name (required)

| PowerlMgmt

Privileges Root VirtualMachine

FowerCn
PowerOff

O Suspend

(] Reset

[ Pause

(] AnswerQuestion
[J consoleinteract
[J DeviceConnection
[ SetCDMedia

O SetFloppyMedia
[ ToolsInstall

(] GuestContral

Interact

Click Add to create the new role.

2. Create a new user.

Go to Host -> Manage -> Security & users -> Users.

user. Call it for example ups.

vmware ESXi

| | Cancel

Click on Add user to create a new

root@qa2000-esxidev.synetonet ~ | Heip ~ | (CYE

3| H [ a2000-esxi.dev.syneto.net - Manage

System  Hardware  Licensing Packages

Manage

- (51 Virtual Machines
~ @ LucianS_0105_5.176.5....
Monitor

More VMs...
H Storage

Acceptance level
Authentication
Certificates

Roles

Lockdown mode

Services ‘ Security & users ‘

44 Adduser o Edituser (g Removeuser |  Refresh

User Name ~ | Description
root Administrator

ups UPS Power Management

(@ Search

2items.
4

3. Assign the role PowerMgmt to the newly created user ups on the ESXi host.

Go to Host -> Actions -> Permissions.
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vmware ESXi ro0t@qaZ000-esxidev.syneto.net + | Help v |

‘T Navigator || [} aa2000-esxi.dev.syneto.net
M (& Manage with vCenter Server | ¥ Create/Register VM | [fg Shutdown [B5 Reboot | (@ Refresh | | £ Actions il FREE: "5,'1":
e . qa2000-esxi.dev.syneto.net @ Host USED: 35 GHz CAPACITY 22 GHz
Varsion: 6.7.0 Update 3 (Build 16713306) () Manage with vCenter Server MEMORY FREE: 47.23 GB
+ ) Virtual Machines. [ 10 State: Normal (cannacted 1o vCenter Server at 192.168.1.53) N 639
i ol 8505 dern {3, Disconnect rom vGersor Server ey capscr. 1273558
~ £ Lucian$ 0105 6.176 5.13
=i F STORAGE FREE £5.03 GB
Monitor 5 Create/Register VM e
[ —— Fary— USED: 148,67 GB CAPACITY: 215 6B
More VMs... &
| (@& Reboot E
B storage [ o] @ This host is being managed by wCenter Server. Actions may be performed automatically by vCenter § tions
© Networking [ 3 & Servees
- {&. Enter maintsnance mode
Manufacturer Syneto [, Lockdown mode (Updated) ESXI-6.7.0-20180604001-Syneto-v5.111 (Syneto)
Model HYPERSeries-2000-G3 Agent running
» @ cPu 10 CPUS x IntedR) Xeon(R) Silver 4210 CPU @ 2.206kHz 23 Generate support bundie Supported
. Memory 127,66 GB ) Get S5H for Chrome
. Persistent Memory as

Click on Add user to assign the user and the role to the ESXi host.

ln. Manage permissions

@ Host Assign users and roles for Host

“0 Add user

User a ~ | Role ~
deui Administrator
root Administrator
vpxuser Administrator
3 items p

Type the username in the field, select the appropriate role for power management. For this
example, ups and PowerMgmt.
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Add user for Host

PowerMgmt

Propagate to all children [ Add as group

Root

System
Global
Folder
Datacenter
Datastore
Network
DVSwitch
DVPortgroup
Host
VirtualMachine
Resource
Alarm

| Cancel | | Add user |

| mme|

Click Add user. You have now setup a user which can be used for power management on the ESXi
host.
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CONFIGURE NETMAN 208C FOR HOST SHUTDOWN

Connect to NetMan 208C via the web interface. Go to Configuration -> Remote Hosts -> Syneto

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
YOUR NETMAN SENSORS MODEM REMOTE HOSTS
REMOTE HOSTS SHUTDOWN
ssH Syneto
VMware ESXi
SYNETO
Nutanix

_ o

Infrastructure connectors

ESXi Username Password
Hypervisor

No data available in table

KA
"%'] Add Row
Actions
Action Condition Condition Delay Source Restore
duration next on
(min) (sec) power
on
No data available in table
KA
[ ] Add Row
SHUTDOWN ON EVENT
Additionally, the commands will be executed when on battery low condition and when
shutdown is active
Then, UPS shutdown after (seconds) 1
SAVE

TEST SYNETQ SHUTDOWN
(PLEASE CLICK SAVE BEFORE TESTING)

DRY RUN

TEST SYNETOQ SERVER CREDENTIALS
(PLEASE CLICK SAVE BEFORE TESTING)

VALIDATE

-05 -



- Check the box for Enable Syneto shutdown

Syneto

Field Description Default

Enable Syneto shutdown Enable or disable the Syneto service Disabled

- In the section Infrastructure connectors, click on the Add Row button. You will connect NetMan
208C to the ESXi host.
- Enter the following:

The ip address of your ESXi host or
Vcenter

The username you created for power
management.

e.g. fupsowhen set

ESXi Hypervisor Default

Username Not set / Empty

The username you created for power
Password management. Not set / Empty
e.g. fupsowhen set

- In the section Actions, click on the Add Row button. You will define the action to take on the ESXi
host.
- Enter the following:

Action: Shutdown host Shutdown the host Deafult

Power fail: When the UPS detects a
main failure, the configured condition
duration time(sec) will begin to
countdown. Once the timer has
elapsed the selected action will start. If
the main returns within this time, then

Condition: the action will be cancelled. Not set / Empty

Autonomy less: When the calculated
battery autonomy of the UPS falls
below the configured condition
duration time(sec) the selected action
will start. If main returns within this
time, then the action will be cancelled.
The duration that the selected
condition (Power fail or Autonomy
less) must be active for before the Not set / Empty
selected action starts.

We recommend at least 15 minutes.

Condition duration
(minutes):
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Actions

Action Condition Condition duration {min) Delay next (s
1] Shutdown VM w Autonomy less v 15
3
Actions
Restore
on
Delay next (sec) Source Target power
on
(]
4 3

SHUTDOWM ON EVENT

Additionally, the commands will be executed when on battery low condition and when
shutdown is active

Then, UPS shutdown after (seconds) 120 .

The device with NetMan 208C will shut down all virtual machines that are included in the AutoStart
functionality in the inverse order: last virtual machine in the list will be shutdown first.
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SHUTDOWN ON EVENT

Field Description Default
UPS shutdown after (seconds) 0Dsé3¥sfor UPS shutdown after event Not set / Empty
Shutdown on event Action of shutdown UPS after all Disabled

previous actions

It is possible configure the UPS shutdown delay in seconds, this counter will start after the shutdown
actions listed on the Action list.

Additionally, the commands will be executed when on battery low condition and when shutdown is
active.

SAVE

This button SAVE the configuration, please note that the service will be restarted.

TEST VMWARE/VMWARE VCENTER SERVER APPLIANCE SHUTDOWN
(PLEASE CLICK SAVE BEFORE TESTING)

DRY RUN

Testing the configuration

It is possible to test the procedure without
logs on the target host or vCenter Server Appliance will confirm the correctness of the configuration.

TEST VMWARE/NMWARE VCENTER SERVER CREDENTIALS
(PLEASE CLICK SAVE BEFORE TESTING)

VALIDATE

Validating the connections

It is also possible to test the correct user account and password to login on the VSphere VCSA.
The test will return the result with a pop-up screen.
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ADMINISTRATION

Automatic Check for Updates

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION

ADMINISTRATION DEVICE COMMANDS DIAGNOSTIC

ADMINISTRATION

Automatic Check for Updates

Firmware upgrade

Certificates and Keys Check for Application updates .

Backup/Restore Check for System updates
Configuration

Reset to defaults

Reset Log SAVE

Reboot

Change local password

Login access

Login rules

Web Login banner

S$SH Login banner

Field Description Default
Check for Application updates Checks for APP (Application) updates Enabled
Check for System updates Checks for SYS (System) updates Disabled

NetMan 208C automatically checks for updates available on the official server ONLINE. It is possible
to check only for Application updates, for System updates or both.
When an update is availabl e, it is shown in the

nodel System status 2 Alarm
MNORMAL OPERATION APPLICATION UPDATE AV

RVIEW

APPLICATION UPDATE AVAILABLE

e T T ~ SYSTEM UPDATE AVAILABLE
=VICE COMMANL
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Firmware upgrade

DASHBOARD DATA

ADMINISTRATION

ADMINISTRATION

Automatic Check for Updates

Certificates and Keys

Backup/Restore
Configuration

Reset to defaults

Reset Log

Reboot

Change local password

Login access

Login rules

Web Login banner

SSH Login banner

SYSTEM OVERVIEW HISTORY CONFIGURATI

ON

DEVICE COMMANDS DIAGNOSTIC

Application version 2.0

For firmware upgrading you must reboot to Upload Mode:

ADMINISTRATION

REBOOT FOR UPLOAD A FIRMWARE

Are you sure to leave Normal Mode and Reboot the Netman?

YES

NO

To upgrade the firmware, you must reboot NetMan 208C to Upload Mode .

Pl

as:

ease

upload firmware
update firmware certificates
change network compatibility
other maintenance operations

Anyt i meUPLOAD OMAINTENANCE MODEDt i
to run NetMan 208C as normal usage.
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Certificates

By default, NetMan 208C provides an HTTPS connection covered by an internal certificate that may
be of two types:

This HTTPS certificate can be verified by downloading the relative
signed by external CA CA certificate f r om t he manufactureros
installed in the system/browser for a full trusted validation.

self-signed certificate This HTTPS does not need external CA, it must be accepted.

In both cases, the User can load and set:
- a Custom certificate
- a CA certificate
as optional for a more secure and customized HTTPS connection.

Before any configuration the User must load its certificates in the menu:

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION

ADMINISTRATION DEVICE COMMANDS DIAGNOSTIC

ADMINISTRATION

Automatic Check for Updates Certificates

Firmware upgrade

Certificates may be requested by HTTPS (CUSTOM-WEB-SERVER certificates and CA certificates)
Certificates and Keys and EAP 802.1x.

Backup/Restore @ VIEW CERTIFICATE

Configuration

Reset to defauhis X DELETE CERTIFICATE
Reset Log

1 UPLOAD NEW CERTIFICATE
Reboot

Change local password
Login access m KEys
Login rules

Keys may be requested by EAP 802.1x
Web Login banner

@ VIEWKEY
SSH Login banner

© UPLOAD NEW KEY

X DELETEKEY

8 Jks (KeyStore)

Jks Keystores may be requested by LDAP.

X DELETE KEYSTORE JK3
ft UPLOAD NEW KEYSTORE JKS
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The only permitted operations are:

Certificate Key Jks
file file File

upload into NetMan 208C \% \" \)
view from NetMan 208C \% \"/ @]
delete from NetMan 208C \% \" \
Eléttr'\zzlgtrllogcl)%%wnload from o o o

Certificates

Certificates may be requested by HTTPS (CUSTOM-WEB-SERVER certificates and CA certificates)
and EAP 802.1x.

Certificates must meet certain requirements:

2 Custom certificate :
- generated as PEM file (base64 format)
-File expemosi on i
-Generated from CA Authority as fAWeb Server

2 CA certificate :

- generated as PEM file (base64 format)
-File expemosi on i
- downloaded from the CA Authority

For deeper explanation, please check for the section "Certificate generation" in Appendix

[Z] Keys

Keys may be requested by EAP 802.1x.

Keys are used only for IEEE 802.1x / EAP.
The file format is:

- Generated from standard openssl command using a password for secret
- File extensionkegysuggested): i
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B Jks (KeyStore)

Jks Keystores may be requested by LDAP.

JKks is a certificate-bundle used only from LDAP configuration.
The file format is:
- File extensionjKamandatory): A
- obtained from a chained process using first standard openssl| and then keytool

Please check the LDAP section and the Appendix section for more details about generating .jks
certificates for LDAP both manually and with request automation.
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Backup/Restore Configuration

Backup/Restore configuration menu allows the user to keep a save of NetMan 208C configuration
as external file, ready to be uploaded again to restore part of, or the entire, configuration.

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION

ADMINISTRATION DEVICE COMMANDS DIAGNOSTIC

ADMINISTRATION

Automatic Check for Updates Restore Conﬁg u rati on

Firmware upgrade

Click the button and select the configuration file to Restore
Certificates and Keys

ft RESTORE FROM FILE
Backup/Restore
Configuration
It is possible to restore the Common configuration or the Complete configuration saved before.

Reset to defaults

Reset Log
Backup Configuration

Reboot

Change local password BACKUP COMMON CONFIGURATION BACKUP COMPLETE CONFIGURATION

Login access

1 BACKUP COMMON CONFIGURATION [} BACKUP COMPLETE CONFIGURATION
Login rules

Save this file for a backup of the commen Save this file for a full backup of this Netman

Web Login banner configuration parameters; it can be used to 208; this backup can restore the full

restore or copy the p s to configuration only for this Netman 208 (and
this or other Netman 208 cards not for others)
S5H Login banner
The configuration can be saved as:
COMMON Conﬁguration: COMMON CONFIGURATION can be RESTORED later

to other NetMan 208C setting all the non-confidential
data, functionalities and settings; this operation allows
you to quickly configure basic common settings to other
NetMan 208C at once.

COMPLETE CONFIGURATION can be RESTORED
later only from this NetMan 208C (not for others)
allowing a full restore of the whole configuration
COMPLETE configuration: including all network, confidential data, critical and
customized parameters.

Note: for future RESTORE configuration from
COMPLETE take note of the Hostname and the
network IP address and network set.

Note: this COMPLETE CONFIGURATION can be
restored only from this NetMan 208C and not from
others.

1 BACKUP COMMON CONFIGURATION

1 BACKUP COMPLETE CONFIGURATION

Both type of backups are encrypted and signed ensuring confidentiality.
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Once a configuration is saved as a backup file, it can be easily restored from the button:

RESTORE configuration

ft RESTORE FROM FILE

It will manage the file and proceed to
RESTORE the expected parameters.

After RESTORE operation please proceed to a
REBOOT of NetMan 208C.

I When a COMPLETE configuration is
restored please remember that the network
configuration (I P,
changed (due to the restored) and the last
known connection can be lost.

h o 9

The full details of the COMMON and COMPLETE restore parameters are available in this table:

Restore COMMON

Restore COMPLETE

LOCAL USER ACCESSES

admin IGNOREBPASSWORD (*) RESTORED
power IGNOREBPASSWORD (*) RESTORED
view IGNOREBPASSWORD (*) RESTORED
ACTIVE SERVICES
SSH admin IGNOREBPASSWORD (*) RESTORED
SNMP RESTORED WITHOUT PASSW( RESTORED
SYSLOG REé'I)'ORED RESTORED
Email RESTORED WITHOUT PASSW( RESTORED
BACNET REé'I)'ORED RESTORED
Modbus RESTORED RESTORED
SENSORI RESTORED RESTORED
DATALOG RESTORED RESTORED
Firewall RESTORED RESTORED
Wake on LAN RESTORED RESTORED
JSON RESTORED RESTORED
WITHOUT CUSTOM LICENSE ( (WITH ITS CUSTOM LICENS
USED)
WEB CONFIGURATION
CONFIGURATIONKEeneral configuration
PRTK Code IGNOREBOTHER SECRETS (* RESTORED
Name IGNOREBOTHER SECRETS (* RESTORED
P/N IGNOREBOTHER SECRETS (* RESTORED
SIN IGNOREBOTHER SECRETS (* RESTORED
Contact IGNOREBOTHER SECRETS (* RESTORED
Location IGNOREBOTHER SECRETS (*1 RESTORED
Battery Replacement IGNOREBOTHER SECRETS (*1 RESTORED
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CONFIGURATIGNKCommand configuration

Disable remote shutdown RESTORED RESTORED
Disable remoteeommands RESTORED RESTORED
CONFIGURATIGMata Log configuration

Enable Data Log RESTORED RESTORED
CONFIGURATIONETWORKConfiguration

Hostname IGNOREBNETWORK (****) RESTORED
Network protocol IGNOREBNETWORK (****) RESTORED
IP IGNOREBNETWORK (****) RESTORED
Netmask IGNOREBNETWORK (****) RESTORED
Gateway IGNOREBNETWORK (****) RESTORED
Primary DNS IGNOREBNETWORK (****) RESTORED
Secondary DNS IGNOREBNETWORK (****) RESTORED
802.1x on IPv4 RESTORED RESTORED
802.1x- Authentication method RESTORED RESTORED
802.1x- Identity RESTORED RESTORED
802.1x- Password IGNOREBPASSWORD (*) RESTORED
IPv6 RESTORED RESTORED
Stateless RESTORED RESTORED
Privacy Extension RESTORED RESTORED
Serial Network Tunneling RESTORED RESTORED
UDP- Enabled RESTORED RESTORED
UDP- Port RESTORED RESTORED
UDP- Password IGNOREBPASSWORD (*) RESTORED
CONFIGURATIONETWORKEFirewall

Enable Firewall Rules RESTORED RESTORED
Rule- Enabled RESTORED RESTORED
Rule- From IP address RESTORED RESTORED
Rule- IP address RESTORED RESTORED
Rule- Action RESTORED RESTORED
Default incoming rule RESTORED RESTORED
CONFIGURATION ETWORKWake on LAN

Enable Wake On Lan RESTORED RESTORED
Mac address RESTORED RESTORED
CONFIGURATICNETWORKSNMP

Enable SNMP protocol RESTORED RESTORED
Versione RESTORED RESTORED
v3 User RESTORED RESTORED
v3 Auth RESTORED RESTORED
v3 Priv RESTORED RESTORED
v3 authPassword IGNOREBPASSWORD (*) RESTORED
v3 privPassword IGNOREBPASSWORD (*) RESTORED
v3 permissions RESTORED RESTORED
Trap receiver RESTORED RESTORED
Trap repeater RESTORED RESTORED
CONFIGURATIONMETWORKMODBUS/BACNET

Enable MODBUS RESTORED RESTORED
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Enable BACNET RESTORED RESTORED
BACNET Address (Number) RESTORED RESTORED
CONFIGURATIONETWORKJSON

Enable JSON notification RESTORED RESTORED
Monitoring host IP RESTORED RESTORED
Host port RESTORED RESTORED
Notification interval (minutes) RESTORED RESTORED
Send notification on event RESTORED RESTORED
License file IGNOREBLICENSE (**) RESTORED
CONFIGURATIONMETWORKSYSLOG

Enableremote SYSLOG RESTORED RESTORED
SYSLOG server IP RESTORED RESTORED
Server UDP port RESTORED RESTORED
CONFIGURATIOMATE & TIMENTP & Timezone

Select the right timezone RESTORED RESTORED
NTP server address (IP) RESTORED RESTORED
CONFIGURATIGMATE & TIMEConfiguration

Date RESTORED RESTORED
Hour RESTORED RESTORED
Minutes RESTORED RESTORED
CONFIGURATIONMETWORKEMAILS

Enable Email RESTORED RESTORED
Mail host RESTORED RESTORED
SMTP port RESTORED RESTORED
Sender address RESTORED RESTORED
Transport RESTORED RESTORED
Username RESTORED RESTORED
Password IGNOREBPASSWORD (*) RESTORED
Email #1 RESTORED RESTORED
Flags RESTORED RESTORED
Send report every day at 00:10 RESTORED RESTORED
Send report every Sunday at 00:10 RESTORED RESTORED
CONFIGURATIONENSORS

Enable sensors RESTORED RESTORED
Sensor #1 RESTORED RESTORED
Sensor #2 RESTORED RESTORED
Sensor #3 RESTORED RESTORED
Sensor labelsSensor 1 description RESTORED RESTORED
Sensor labelsinput 1 RESTORED RESTORED
Sensor labelsOutput 1 RESTORED RESTORED
Sensor labelsSensor 2 description RESTORED RESTORED
Sensor labelsinput 2 RESTORED RESTORED
Sensor labelsOutput 2 RESTORED RESTORED
Sensor labelsSensor 3 description RESTORED RESTORED
Sensor labelsinput 3 RESTORED RESTORED
Sensor labelsOutput 3 RESTORED RESTORED
Sensor Logic RESTORED RESTORED
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Device event Output contact RESTORED RESTORED
Sensor evernt Output contact RESTORED RESTORED
Sensors thresholdTemperature high RESTORED RESTORED
Sensors thresholdTemperature low RESTORED RESTORED
Sensors thresholdTemperature hysteresis RESTORED RESTORED
Sensors thresholdHumidity high RESTORED RESTORED
Sensors thresholdHumidity low RESTORED RESTORED
Sensors thresholdHumidity hysteresis RESTORED RESTORED
CONFIGURATIOWMODEM

Enable SMS RESTORED RESTORED
SMSC Short Message Service Center num RESTORED RESTORED
SMS #1 RESTORED RESTORED
Flags RESTORED RESTORED
Send report every day RESTORED RESTORED
Send report every week RESTORED RESTORED
CONFIGURATIOREMOTE HOSBSH

Enable remote SSH commands RESTORED RESTORED
Run first script on eventAfter mains failure RESTORED RESTORED
(minutes)

Run first script on eventWhen authonomy ig RESTORED RESTORED
below (minutes)

Connectors and Scripts

Enabled RESTORED RESTORED
Host RESTORED RESTORED
Username RESTORED RESTORED
Passoword IGNOREBPASSWORD (*) RESTORED
Script RESTORED RESTORED
Delay next (sec) RESTORED RESTORED
Shutdown on event

Shutdown on event | RESTORED RESTORED
CONFIGURATIOREMOTE HOSVMWARE

Enable VMware ESXi shutdown | RESTORED RESTORED
Infrastructure connectors

Host or VCSA RESTORED RESTORED
Username RESTORED RESTORED
Password IGNOREBPASSWORD (*) RESTORED
Actions

Action RESTORED RESTORED
Condition RESTORED RESTORED
Condition duration (min) RESTORED RESTORED
Delay next (sec) RESTORED RESTORED
Source RESTORED RESTORED
Target RESTORED RESTORED
Restoreon power on RESTORED RESTORED
Target Netman RESTORED RESTORED
Shutdown on event

Then, UPS shutdown after (seconds) | RESTORED RESTORED
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CONFIGURATIGREMOTE HOSNUTANIX

Enable Nutanix shutdown RESTORED RESTORED
CVM credentials

Prismaddress RESTORED RESTORED
Prism user RESTORED RESTORED
Prism password IGNOREBPASSWORD (*) RESTORED
Physical hosts

Host RESTORED RESTORED
Username RESTORED RESTORED
Password IGNOREBPASSWORD (*) RESTORED
Actions

Action RESTORED RESTORED
Condition RESTORED RESTORED
Condition duration (min) RESTORED RESTORED
Delay next (sec) RESTORED RESTORED
Source RESTORED RESTORED
Restore on power on RESTORED RESTORED
Shutdown on event

Then, UPS shutdown after (seconds) | RESTORED RESTORED
CONFIGURATIOREMOTE HOSBYNETO

Enable Syneto shutdown RESTORED RESTORED
ESXi Hypervisor RESTORED RESTORED
Username RESTORED RESTORED
Password IGNOREBPASSWORD (*) RESTORED
Actions

Action RESTORED RESTORED
Condition RESTORED RESTORED
Condition duration (min) RESTORED RESTORED
Delay next (sec) RESTORED RESTORED
Source RESTORED RESTORED
Restore on power on RESTORED RESTORED
Shutdown on event

Then, UPS shutdown after (seconds) | RESTORED RESTORED
ADMINISTRATIONCheck for Updates

Check for Application updates RESTORED RESTORED
Check for System updates RESTORED RESTORED
ADMINISTRATIONCertificates & Keys

Certificates IGNOREBPOTHER SECRETS (* RESTORED
Keys IGNOREBPOTHER SECRETS (* RESTORED
JKks IGNOREBPOTHER SECRETS (* RESTORED
ADMINISTRATIONChange local password

Admin user RESTORED RESTORED
Power user IGNOREBPOTHER SECRETS (* RESTORED
View user IGNOREBPOTHER SECRETS (* RESTORED
Password complexity RESTORED RESTORED
ADMINISTRATION_ogin access

Enable Auto Logout RESTORED ‘ RESTORED
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Auto Logout due to user inactivity after RESTORED RESTORED
(seconds)

Auto Logout Warning message when are le RESTORED RESTORED
Enable SSH RESTORED RESTORED
HTTP RESTORED RESTORED
HTTP port RESTORED RESTORED
HTTPS RESTORED RESTORED
HTTPS port RESTORED RESTORED
Custom Cert: IGNOREBOTHER SECRETS (*1 RESTORED
CA Cert: IGNOREBOTHER SECRETS (*1 RESTORED
Enable Local authentication RESTORED RESTORED
Enable AD/LDAP authentication RESTORED RESTORED
LDAP RESTORED RESTORED
LDAR Passwords IGNOREBPASSWORD (*) RESTORED
ADMINISTRATION.ogin rules

Login retry max RESTORED RESTORED
Login min interval before retry RESTORED RESTORED
ADMINISTRATIONNeb Login Banner

Show Prd_ogin banner IGNOREBPOTHER SECRETS (*1 RESTORED
Title IGNOREBPOTHER SECRETS (*1 RESTORED
Message IGNOREBPOTHER SECRETS (*1 RESTORED
Show Post.ogin ADMIN banner IGNOREBPOTHER SECRETS (*1 RESTORED
Title IGNOREBOTHER SECRETS (*} RESTORED
Message IGNOREBOTHER SECRETS (*} RESTORED
Show Post.ogin POWER banner IGNOREPOTHER SECRETS (*1 RESTORED
Title IGNOREBOTHER SECRETS (*} RESTORED
Message IGNOREBOTHER SECRETS (*} RESTORED
Show Post.ogin VIEW banner IGNOREPOTHER SECRETS (*1 RESTORED
Title IGNOREBOTHER SECRETS (*} RESTORED
Message IGNOREBOTHER SECRETS (*} RESTORED
ADMINISTRATIONSSH Login Banner

Show Prd_ogin banner IGNOREPOTHER SECRETS (*1 RESTORED
Message IGNOREBOTHER SECRETS (*} RESTORED
Notes:

(*) IGNORED because PASSWORDS are not RESTORED from COMMON cc
(**) IGNORED because SENSIBLE CUSTOM DATA is not RESTORED from COMMON configuration
(***) IGNORED because OTHER SECRETS are not RESTORED from COMMON configuration

(****) IGNORED because NETWORK CONFIGURATION is not RESTORED from COMMON configuration
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Reset to defaults

Are you sure to reset to default
configuration?

Please insert the code to confirm.

7GcFtFUTH4

YES

After the confirmation, Netman will reboot immediately.

By writing the security code reported, NetMan 208C will reset to the default configuration.

@ Operation strongly suggested in case of decommissioning NetMan 208C.

Reset Log
To reset all the log files of NetMan 208C.

Are you sure to reset log file?

Reboot
To reboot NetMan 208C.

Are you sure to reboot Netman?
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Change local password

DASHBOARD DATA SYSTEM OVERVIEW HISTORY CONFIGURATION ADMINISTRATION
ADMINISTRATION DEVICE COMMANDS DIAGNOSTIC
ADMINISTRATION
Automatic Check for Updates Change local passwo rd

Firmware upgrade

ADMIN USER

Certificates and Keys
Backup/Restore Password @ Retype Password €
Configuration
Reset to defaults Y, Admin credentials grant the

f right to manage Netman

‘-\ and also the device,
Reset Log ~ including shutdown
Reboot

Change local password

POWER USER
Login access
Password @& Retype Password &
Login rules
Web Login banner Ve \ Power credentials grant
( . \ the right to manage SAVE
\ .‘ 7 Netman but may net full

N — operate the device
SSH Login banner

Local power user is not enabled. Functions:
+ A - General info (always active)
Please set a password for enable it. B - Detail info

C - Network status

D - View/Download logs

E - Service Log download

F - Ups config

G - Ups command config

H - Ups command execution

| - System/Network config

J - Services/Functionalities config
K - Advanced config

M - Reboot

SAVE
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VIEW USER

Password @ Retype Password @

/ \ View credentials grant the
. \ right to only view some
. values of the Netman (no

action is possible)

Local view user is not enabled. Functions:
+ A-General info (always active)
Please set a password for enable it. B - Detail info

C - Network status

D - View/Download logs

E - Service Log download

H - Ups command execution

M - Reboot
SAVE
Password complexity
RULES
Min password length 8 v chars
Max password length 40 v chars
Min Lowercase chars requested 1 v chars
(ab.c,...z)
Min Uppercase chars requested 1 v chars
(ABC,...Z)
Min digit chars requested 1 ~ chars
(0-9)
Min special chars requested 1 v chars
(,._+:@%-)
To change | oc al user fifadmino, ApoBgr dednad!| Ayi ewd ypda:t
available. Local users ipower 6 and fviewd must be activated
password.
The password must meet the following requirements:
Min password length: 0..40 chars (default = 8)
Max password length: 0..40 chars (default = 40)
Min Lowercase chars requested (a,b,c,...,2): 0..10 chars (default = 1)
Min Uppercase chars requested (A,B,C,...,Z): | 0..10 chars (default = 1)
Min digit chars requested (0-9): 0..10 chars (default = 1)
Min special chars requested (,. _+: @ % -): | 0..10 chars (default = 1)
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Functions:

the type of operations permitted and assignable to the users of NetMan 208C.

: | ocal user fdadmi :
admin LDAP users with Can execute any operation on NetMan 208C.
ower | ocal wuser 0 po we Bydefault, starts with basic operations permitted.
P LDAP wusers wit h | Canbecustomized adding other functionalities.
local User fadmi By default, starts with basic operations permitted.
view LDAP users with Can I_oe cu_s_tomlzed adding a few limited
functionalities.

Complete function description map is available in this table:

Functions assignable to the users are listed in the table:

\ eyl Power

A-General info

View

B- Detail info

Enabled

C- Show network status

Optional

D- View/Download logs

U | Denied (not accessible

E- Service Log download

F- Ups config

G- Ups command config

c|C

H- Ups command execution

| - System/Network config

J- Services/Functionalities config

K- Advanced config

L- Users config

c|c|C|C

M - Reboot

The menu in the Web are related to the functions in this list; just find which menu is needed and
find the role necessary for its usage:

DASHBOARD

show DASHBOARD diagram A-General info
show SENSOR data B - Detailinfo
show EVENTS data B - Detail info

DATA

show UPS values

A - General info

SYSTEM OVERVIEW

show UPS DEVICE data

A - General info

show DEVICE configuration

A - General info

download SERVICE LOG

E- Service Log download

show NETWORK CARD data

C- Show network status
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show NETWORK CONFIGURATION

C- Show network status

allow READ MANUAL

A - General info

allow LEGAL INFORMATION

A - General info

HISTORY

event log FILTER

D - View/Download logs

event log LOAD

D - View/Download logs

event log DOWNLOAD

D - View/Download logs

datalog FILTER

D - View/Download logs

datalog LOAD

D - View/Download logs

datalog DOWNLOAD

D - View/Download logs

CONFIGURATION

#YOUR NETMAN

DEVICEGeneral configuration F- Ups config
DEVICECommand configuration G- Ups command config
DEVICEData Log configuration F- Ups config

NETWORKConfiguration IPv4 configuration

| - System/Network config

NETWORKConfiguration- 802.1x configuration

| - System/Network config

NETWORKConfiguration IPv6 configuration

| - System/Network config

NETWORKConfiguration Serial Network Tunneling

| - System/Network config

NETWORKConfiguration- UDP configuration

| - System/Network config

Connectivity Internet Connectivity check

C- Show network status

Connectivity Check Ping

C- Show network status

Connectivity- Active Network Connections

C- Show network status

Firewall- Firewall configuration

| - System/Network config

Firewall- TEST action

| - System/Network config

Firewall- CONFIRM action

| - System/Network config

Wake On Lan configuration

J- Services/Functionalities config

SNMP- SNMP configuration

J- Services/Functionalities config

SNMP- SNMP test trap

J- Services/Functionalities config

Modbus/Bacnet configuration

J- Services/Functionalities config

JSON configuration

J- Services/Functionalities config

SYSLOGonfiguration

J- Services/Functionalities config

SYSLOG test connection

J- Services/Functionalities config

DATE & TIMENTP & Timezone configuration

| - System/Network config

DATE & TIMEDate & Time configuration

| - System/Network config

EMAILS EMAIL configuration

J- Services/Functionalities config

EMAILS EMAIL test

J- Services/Functionalities config

ADVANCEBPEXxpert Shel GET parameter

K- Advanced config

ADVANCEBPExpert Shell SET parameter

K- Advanced config

ADVANCEBPExpert Shel DELETE parameter

K- Advanced config

#SENSORS

SENSOR activation

J- Services/Functionalities config

SENSOR scanning

J- Services/Functionalities config

SENSOR configuration

J- Services/Functionalities config
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#MODEM

MODEM configuration

| - System/Network config

MODEM test

| - System/Network config

#REMOTE HOSTS

SSH configuration | - System/Network config
SSH test | - System/Network config
VMware configuration | - System/Network config
VMware dryrun | - System/Network config
VMware validate | - System/Network config
Nutanix configuration | - System/Network config
Nutanix dry run | - System/Network config
Nutanix validate | - System/Network config
Syneto configuration | - System/Network config
Syneto dry run | - System/Network config
Syneto validate | - System/Network config

ADMINISTRATION

#ADMINISTRATION

Automatic Check for Update<heck for updates configuration

| - System/Network config

Firmware upgrade Reboot action to Upload Mode

| - System/Network config

Certificates and Key<Certificates management

| - System/Network config

Certificates and Keyd¥eys management

| - System/Network config

Certificates and Keyslks management

| - System/Network config

Backup/Restore Restore action

| - System/Network config

Backup/Restore Backup common action

| - System/Network config

Backup/Restore Backup complete action

| - System/Network config

Reset to defaults action

| - System/Network config

Reset Log action

| - System/Network config

Reboot action

M - Reboot

Change local password (*** onladmin™)

L- Users config

ADMIN USERChange password action

L- Users config

POWER USERhange password action

L- Users config

POWER USERevoke access action

L- Users config

VIEW USERChange password action

L- Users config

VIEW USERRevoke access action

L- Users config

Password complexityconfiguration

L- Users config

Password complexityClear rules to default action

L- Users config

Login accessAutologout action

| - System/Network config

Login accessSSH configuration

| - System/Network config

Login accessHTTP/HTTPS configuration

| - System/Network config

Login accesslLocal auth activation

| - System/Network config

Login accessAD/LDAP activation

| - System/Network config

Login accessAD/LDAP parameters

| - System/Network config

Login accessAD/LDAP certificate request

| - System/Network config

Login accessAD/LDAP configuration

| - System/Network config

Login accessAD/LDAP test

| - System/Network config
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Login RulesLogin failure configuration

L- Users config

Login RulesUnlock users action

L- Users config

Login RulesLogin History check

L- Users config

Web Login banner configuration

| - System/Network config

SSH banneasonfiguration

| - System/Network config

#DEVICE COMMANDS

COMMANDSTest battery- UPS Test battery action

H- Ups command execution

COMMANS Shutdown- UPS Shutdown action

H- Ups command execution

COMMANDSShutdown / Restore UPS Shutdown / Restore action

H- Ups command execution

#DIAGNOSTIC

Test COMM LOSTest action | - System/Network config
Test AUDIT FAILURESt action | - System/Network config
Web RequestsCheck Web requests | - System/Network config
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Login access
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